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Chapter 1: Functional Safety Overview

1 Functional Safety Overview

1.1 Learning Targets
el s Ebe Jald Jad )l (gl sia
Lol b s e 4l ealie o
sl ol S Bl gy o

Lyl p S s Sy S8l sla s, o

ISA 5 1EC oyl slas,lilind L oLl <

1.2 Abbreviations

IEC International Electrotechnical Commission
ISA International Studies Association

FH Fail-Safe & High Available

F Fail-Safe

SIF Saftey Instrumented Function

SIS Saftey Instrumented System

SRS Safety Related System

BPCS Basic Process Control System
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1.3 Introduction
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Chernobyl Russia, 1986 S o
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Ll 53 sl 3 sl s Slanss sl 51 e sl Y- IS
1.3.1 Safety in the Workplace

S 5,13 345 5k (Potential areas) o , Bl3 blis (sl iy G 3 =8 e 45 il
O 53 3 (S5 Sl b las 0 Jleaml SU s 3L OUSIS 4 ol el Wil e
S S ey bl ol 51 a Jlast Sl il ol b b el e S S azils
S S el
systematic ) ~! b SSlaxew slalkst (Random hardware faults) (sl slcsen Bslal sla 24
(safety related) !l Lag e (e o3l s Shas 4 e L0 Sl laleil L (design errors
W5 b Dl g 0315 Coed 51 o3 a4 ol DL S b ol il ozl sladialy 5
- S 8es Eol anld ol L lest gt S Sl (key message) (gAS 4T . s
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1.3.2 Safety-Related Concepts

What are Hazards on a Machine or Process Plant?
3 sl el S, L ol b o iy Sl (SIS) s s S b flf;.a
58 Ghudies 53 g w0 Oly e |y Ol s sas 4 § L
(Physical) 58 ol e @
(Falling / Moving Objects) Ll oS >~ L bsas o
(Collisions) 5, 5= i pslal o

(Collapsing Structures) Waplaxle i 55,8 ©
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(Electrical) S oSOl ool o @
(Flashover and Burns) e 5w 5 aislo o
(Electrocution) S5 G, o
(Wrong Connection / Loose Connection) L& Jlasl/ < st Jlasl o
(Mechanical / Process) gl 2/ SGlKe ool os @
(Pinch Points or Entanglement) o i~ <G s Jls 5 4b 4 033l .S o
(Abrasion, Grinding, Cutting) %, « ~2ole ©
(Thermal) 5,1~ o
(Pressure Releasing) (lule L 55 lacar (o3l 04S 5 5lis ol 56 o
(Welding Torches, Gases etc) o & 5 L3S ¢ Jaiu (s K5 o
(Chemical) sloos ol ot @
(Explosion) =&l o
(Fire) [T o
(Toxic Material Release) o 5150 ;LEZI o
(Wrong mix of chemicals) las slse 3l el byse o
(Radiation) .t o
What is safety?
(S canl b ot 5 ome 55 0 55 5131 L Gl asdos vl Sl g5len om i(Safe) el <O
Sy 3l 2y el K3 Sl el Camss b Ll o 5l cl & jls : (safety) el O
S (IEC 61508 / IEC 61511) J 5.3 J;Leﬁ;
R S S ezt ) sl Djle Olabl CB Ll wsline Oliabl ClB L sl O
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A o g
Accident
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Failure
e 3 Sladl 3o b ot e > (nonperformance) 1,8 pde/ b ye pte (failure) ol > e
e s ol e Olseas G sl S ol L e
Error
Sl b e S Sl ol ol Sl 28 K (Error) s <o
(SOl IS G e Ol gty dizes Ll 5 L bl balex ©
Fault

1.4 Functional Safety Definition
IEC 61508 / IEC 61511
d"ﬂ.‘é‘_}:uﬁ& &.......:“) )" L}'.'.LAJ Q“’&M b (Functional Safety) 6.}th5 LfA'i‘ JEC 61508 J‘JJL’I...M‘
IS e Lol bg e S sl 51 s Olgea (65,0,8 sl .S e OLs (unacceptable)
2l Blis slaaY s 5 SIS gt e 3 Shes 4 (S 4 (LiL 0 (BPCS/DCS) ol ST
o ol a6 Shas sl 51 YL Cla“ 213 gl Coaal SIS s 53 s s Ses ole
Llj&:...o):@cj:.@.?ﬁl.:g;;li;éj‘,:&usjﬁw&@uw:ﬁjajyﬁ&srsﬂwgﬁﬁwi
r S5 A3 o SIS e b s ol Gla (63,008 el al b 5 S sl IS YL Jlez]
63 5o sl S .S SIS L;c.é.s)\ﬂjdjz;SL;LawgbﬁfJa&.édaj.ila;ﬂHSw\w\
el Sl 5 bty ool 3 oS mS 313l Sl 3550 55 por den ol
1.4.1 Why do we need Functional Safety?

Out of control
S s T a5 5 el 1 55 e o IS 5l 5 el st s J S Sl Y gona
55
Main Goal: Keep People Safe
el Dl sagass 5 5 31 ils &5 el ((safety system) ! e S ool ot
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1.5 Process Risk

Gl p el Ko S g, AR

Sl eba s,y sasl cods el 5 Shae (gl 5l 3 92 5 (hazards) i e W@T}e&):ﬁ|
AL anils 54 5 (Risk Reduction) S, ials

(Risk Assessment) e, b5, SO gl 2 ol b il O s 55 50 Sl s ConS and (6l
Al Gl T Sy U apd o b liblons glaaY oot (gl s 250 0 ol

1.5.1 Whatis Risk? : IEC 61508 / IEC 61511
Sl ezt Ko iy o 0 L3l o ol G laely 5 pshs el Sl i sl SO S
Sy W 58 o i Ssy 03,8 sl S 550 40 e (danger) o ble U (hazard) s G

33 g s a5 Dl g 5303 S s el Ol 5 0 blis g s sl 1 S 5
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“ J\.J:L:L;a (Harm) WT )‘ c)ﬁb C&A &.i )‘ &:,..w‘ QJL& &"‘f.) ‘IEC61508 J)‘JJL:M‘ ;,Q.Ux.? L;.:Ua.,a

Sy 3l O FRs A s (el b ail) sl g5 el Oyl ol w oS o5k
Risk=P (a) * S (a)

g S
D2 g S adila 5 Sy SOl Vb il v a S L
(Hazard rate) Lo e
(Hazard Severity) <sl> ous =
L Jbe 53 Lb G Je Ol seas L3l o Olay dmlg s st OF ¢35 5SS slad e 0 Jlast 385 &
5| day (Consequences) sladaly 45 AS o cpend (How serious) aisl> ooas Jy . Jle Ve s )L 4w

How many times?

4 el ol Bl Odd o 5l el ol badely Ll Hair 55 e sdel disl- 48T st O fadl
(Frequency)

.oJ.:.i‘« B gjn 4&\}:.@.?5'
J Splitin L
Hazard rate

___How serious?

b |
t:e-g;.;.
n"‘_‘
"_ {
Injury to Death
1.5.2 Risk Reduction
b 1 acSis; Olse o 0T 51 a8 aib o ol o et s, b oojlser il 3 iy
Al o BB e sl b ol G s (S0 L s Gl R @ S Sl mlaw cpl i
Lol daly S« Slgad b 015 oo g5 5 Ao B BB JolS 5b i s ot 10 J13 slacSn

S ol 35 Jomd a5 BB e s 15 0T &Sl b ol Sl 1 ol Sl et 0as el |

2 ol bl o el sl Sesy 2L 4 L ccwl (tolerable) fass LB gd> 4 b S

e

23S ghaaias 5
¢(Inherent Risk) j1> Sy, =0
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¢«(Residual Risk) suis i/ s lile S

«(Tolerable or Acceptable Risk) o LB L Js3 LB Koy
¢«(Uncertain Risk) phnsli s,

«(Negligible) slesl L6 o

d ¢ 4 4 d

¢«(Unacceptable) J 5.3 |6 & slacsis

Residual Tolerable Risk inherent
risk level risk level in process

i i
i i

Al 5 s of L2als gla s, S gl 02 S
e 3 S Ll oS 3 e adilendl Sy a4 Aol 3 513 Sy Rl Coly Sy S

Inherent Risk
Of 2als ol s Sy 2alS la gy b 28 PGl o s 4 55d e ailS S 4 G S
(ESDF&G) SIS (slanis 3l eslitul ¢ 515 sy, S20 slalSel; 51 (Sl s Jlas!
S a3l SIS i (5 Lol G aul 3 s sl gy Al e

Residual Risk
Sz s 53 OBLS Sy alS sla sy Jlasl 5l g 4 550 0 S Sy 4 oile S
AT e sled 0 olile Koy 255 50 Jpd BB gl 45 555 3 s 552

2.5.2.1 Safety Layers of Protection

S s Soge 2 s ool Sl ) S,y b bkt S 1S el olel 4ty el Sl s
a8 SBli e 5208 5 S o b el a0 Sl OUSHIS 5 g ) Sl ol
Silwosly ke slaaY 55 gl 3 ol S Bl la i el sas bl Gills s oen
Slo s Jold il o = e (sl 3 iy s Sy J1alS slajlSel, Olyea 45 LY (pl 353 00
SBis Al s gl b b e lapiees (SI9) (S5 SU slasdiS 28 Sole slaelSs |
Condy S a ul b ols aiby (Bl &Y S 05,0 Jee Dse 3 il e Sy SRa
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5o Aol sl (0T Olabl Clll 5 bl lagY il i L sy el g aY odge oo

s e 0L YL 4 ol s gsledle co g a ) gl slaaY Il e 2058l
s oS syl 3 £33 Sussl 5o galaBl Blas ool e Ol Lo asles slaas¥ 51 J sl Coua

il g S sl 5 55 ams s

Plant and
Emergency
Response

Mitigate Dike

Relief valve,
Rupture disk

Safety
Instrumented

System
Prevent Trip level alarm

Operator

Intervention

Process alarm

Basic

Process
Process Process control layer
Control I Normal behaviour

System

Gl ol K bl glaaY AN S

13,5 Ghuaies 3 g 4 Ol S e 1y S, Sl 4 plas gla 2y, Bl gladY ol 5
(ST-400FH 02w Jlie 55k 4 FEG S ESD (slaninss) SIS J 28 (latugs Sl sslizl O
(Procedures) a4 5, « = Ao Lile (External Risk Reduction) SIS | & Ky fals LGl o
S sle s «(Operating & Maintenance) SIS 5 eans 5 (Sul5 00 o Jadlly 2
a5, S (Relief valves) jLis adsw sl i iile Ssy Jals S5 OMgnd 3l eslanal =0

(Rupture disks) s 55 o Ly (slacuss ((Concrete walls) oo slal, 55 (Dykes)
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Safety Instrumented System

External (SIS)

Other Means of
Means of Risk Mitigation

Risk Reduction
Reduction

e Operating &
 Ex. Proof Maintenance
» Concrete walls Instructions

* Rupture disks o MMI Prevention

» Management 5%
» Relief valves Ex-barriers

* Procedures & |solators
« Dykes

Sty ol sla gy gluans V=) K

1.6 Safety Instrumented Systems: SIS
1.6.1 Brief History or SIS Evolution
53 Mles S b et gl 5 1) D5 5 CBli paul radigs OS5 55 Slagten &SL1 O S
s e b S a5 Sle sy et 3l esliad b IS5 45 Sblis (sla gt A ]
U il (de-energized) (5550 wad o s (fail) ol 4 bl s Slalad cpl oS PES{I
Cond s 53 (Bl O sele 5l a5 31 wlad LS g 0 =1k 65k sl J 28 Glapins
|, (Fail Safe) _iasl Lol i ol 5 Ol 53 a8 Ls g ol >l b )5k s cjle w0 5,8 515
S sl Ol 5 8l 31 (gl
Glady ol 5 a8l Loy gt (Bl Sodmy S sl glacaly J 28 KoY by w28
Sl slas s e3Me Ve B 00 glaans o aS ysn l 5 LdE xig gl el s, L 5SS
sbrole slas b d 2S slagiaw S lwesly 1 Bas Sl el Sl S5 S5 ol
oo 53 o5 s daz bl s il A Jgans Ol ol 53 G180 eidigs S B 5
b el peedige GISU Sl g8 W 4 i &5 il s Sl s e
Slagtows Sl azsn U 5 ()50 4 D) g0 s aslsl 3 3 5ad S8 Dlasle b sasl Glagiew
el ol azls SIS
1960’s: Hardwired relays

a3 L aS gl a5 bl ol ol s (shupen b laddy Jola V4710 483 SRS (slapi
HdE o s A e 03l

1970’s: Hardwired relays, Solid State logic
Sl el Sl Sladad ol on 4 1S Sty b addy Jals Ve a3 SRS (slaniew

s S A slas ) g s (S S
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1980's: Started using PLCs
LS (solid state) delr = Slakd 5 badd,) e Slaptencs o PLC (slaeisd 8
SRR B PSR N Cow & sl 055> L;La,\)éipi S
A LI HAZOP 5 Sy Lo slaas s

AL ey Dlisla s il oS das e Ol Oladlas

r

1990’s: Safety PLCs (including “safe” subsets of software)

d d 4 4 4

Sl delsl Oloman ale w5 3l 31 Osls Cass ]

Al e3ls axw g WPLC (¢l (Safety) L;'\A.l‘ slas it
(Quantitative Risk Analysis) Kow; oS s o iy ano s

d 9 ¢

J

sl Jall 4 2w PLC Sl eslinal o8 sl 0L La ) ¢ o] PLC&UAW 4 e V’)Lfl"'
Ldls aslsl Olomen Slr 5 Jlo 52 535 el

2000's Safety Field Equipment- Transmitters, Valves PLC's - Improved Diagnostics
Ad el [EC sl lasslibind Oy cpl 53 o

A3 S sl Bl s o pasis glac b o

1960 1970 1980 1990 2000 2010

QJQQSISUanJJQ;k;AJ\ﬂ\J;SL;LAM%JU:/\—\Ji_i
1.6.2 SIS Definition
T Lo o S 34h o 4SS et 4 SIS SO
Jies sba Jlp S sy 5l anl oz
Calda oldennd I3 51 sl Cand s S |y AT 3
h e g bt J RS S gl b e s
Lo 4 &Lt 313l 4 aads Ll (541,80 sladaly

BPCS S Cewd 3l s Mg oy e Sl (Sl 5 S
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L SIS Js a0 385 Ll Ol ccnl jasiin Llae K3 51 aS kil 558 0 Jg 5 4l
ol 52me SalS (BPCS) Al b J 28 e

IEC 61511/ISA 84.01 Definition
Safety ) SIF 4 p g g0 Blim all di | S J 25 Sz o5 .l Fallsafe PLC (g 5laxe S SIS

da S 5l oS 5 SIF ail Gkl opl olas . LS o | 2] 5 (g5lwesly | (Instrumented functions

A3l o (ON/OFF (gl o il s Sles) olg J 25 ole 5 (Logic Solver) Y S| |

SIS S adias | S5 (gl 4-Y JSCa
ol o Bkl b gollas SIF adl> 55 ) IS0 Ol g S Gl 5L SIS S s 5 Shos 1
3 s KL SIS glagtaw o5l sbml M SIS s e s 4SSl Oldsl (ol remens ASL
AL DCS J s s

1.6.3 SIF: Safety Instrumented Function
IEC61511, ISA SP84.01

S SIF oLy oLl 5 (PLC) saiSd 28 Sm o L K31 Kize Bl J 28 ail> S o
baa L SIF G 558 00 solwesly SIS &G 53 w5 SIF glaad> J 28 KoY aS(g)5ba 558

3 g o Silwesly ‘_5.>-\J19 J;.ﬂ,é).s SU ks sl g, S C"S_} 3 6J:.<..:..:»
Process Process

SIS Program { }

Sensor(s) Logic solver(s) Final Element(s)
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SIF wil> S (sl ) e IS
el ol |25 J 28 ol Oladl 5PLC S e Lol e 4w SISIF J 28 adls Sl 5blcsen
SIF Sensors
oLad wsle ol el 8 A3l o S e dir b S 15 SIF 4l 8 DCS J 28 s G alia
S o (6 S o3l TS e SU ks Bt Bl sl o s S8 Bl e 0L e
Logic Solver
0 (S oyl i 51 DLl 5 el b S e 1 LK 5lis 45 Sl PLC K (1415 SIS

L1 ol siS S aas e plal T3 Sl kS L 6,8 e sl SV S LB s
s e plnl olg U8 pols 4 ks I Jl |

Final Control Element
Jobs opl S o s el ey SO Al B Culis gl &S cl g5 SIF s olg ol
el b mlis 3 s ol 51 d S Shee bt S A

1.6.4 Safety Function
ol SUGI L sl b bl e lagts ple L SIS S b g o8 cd (60 S (sl 26
Lo bl B s eol oy SO Lais U olaes gl (external risk reduction) |l S
IEC 61511 5 kil 3 5 iy a5 (IEC 61511 Part 1) 353 oo (siluosls ol SU s slayy,
S5l Jes cieo g 4 5L oS Ll sdSaS1I SIF G (sl
ool Ol Cl“” S L ol o (Safety function) ! &b G Ol geas 1, SIF &G IEC 61511 5 1kl
O sods ab g e 5 Shas (Functional safety) coly cwsl J sa> (gl 5 45 LS 0 iy a0 el (SIL)
APl 5 GBI s ai 53 Lls SIF (ilaesly 353 oo ($3luosly SIS i G U3 1l S
S Iz Bl J 28 adls S s el ol lesen air SISIF AU S G sl St e
b gy > Shas Ile 5 air Sl G 253 Slupew 2l Ol 5 (PLC) S eS| 2 (S o
Lo 93 4 LS e (sl BB S s gilwesly PLC 53 J xS &bl SV B s
SR

<~ Protection Function: Safety Instrumented Protection Function - Hardware Aspect
<~ Control Function : Safety instrumented Control Function - Software Aspect

Jos a1 55 (Demand) Lol 5z 5 oy 55 45 3L e ol dil> Oles SIF _bli= 5 Skes
1 5o sy St S Sl sl SV L 20 S e 4 ((J 28 5 Sasn pste Js LS
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$Loail Low Demand G o) gt Ll 55 oo sl s S M 3 5ls AE sl RS 0wt g

Wl 5l S Jl i pa b Il 3 SLeSy Jgamey gbas OF 53 Lol Slads sl oS 1,5 .35
St SIS sl (S5 a8 35 e e Ll ) b S Ol 1 SIF D15 il ol
L s (automatic action) ;IS5 3+ 5 Shese G L (hazard) ol ks G (sl 15 SIL s b ol dy 25

LS r.ale B3 il Ol g 31 eslaxal
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Instrumented
Function?

No

Safety Yes

Yes Instrumented
Function?
Not
Relevant
Continuous
Mitigation
Other i Basic Process Control i safety Safety Safety
Means Of : and/or {Instrumented : |[Instrumented Instrumented
Risk Asset Protection i Control : | Prevention Mitigation
i, Reduction : Function i, Function : | Function Function

SIF ail S, adl o6 5 (scvets 1) IS5

3l Wl ,le SIF Gljs 5 gladle

|5 s pmly 53 5L 20, VU 51 (LS sl sl oluldr daly SO o3 s S ek e O

Syd Jeols sl 5 eddinbml SHL 055 53 el Sas
L e LIS 03 el e Olg U3 e Jate SO0 s Ol W8 O
Sl Sl s e el (SOL S S gl eSS Ol b 055 5L O
SIF & SIL

Oliabl =han SIL el b oy o iy 51 Slas sl ) 55 SIF (glaadl> s Shas Oleabl a5
sealS B GlIs SIF adl> a5 558 o (s5lwesly SIF adl> i L SGSIS o 55 555 0 Olo (o]
PLC 1l SIF wil> G sl l sl olgsa SIL Tl &S 550 ax g AL e SIL Gl ulal S
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Chapter 2: HIMA Programmable Electronic Systems (PES)

2 HIMA Programmable Electronic Systems (PES)

Safety. Nonstop.

Learning targets
lowd &S5 amsie )6 L sl
Lo oS 8 (PES) J 128 (sbapinns gl exbis o
HIMatrix (glspiomw Slasiis b sl ©
HIMaX (s Slasiie 5 5Ll b sl ©
HIQuad X st liasitio 5 Ll b sl ©
Abbreviation
SIL Safety Integrity Level
SOE Sequence of Events
HIPPS High Integrity Pressure Protection System
ESD Emergency Shutdown Systems
BMS Burner Management/Control System
F&G Fire & Gas System
PES Programmable Electronic System
MS Mono System
CENELEC European Committee for Electro technical Standardization
OPC OLE for Process Control
RIO Remote Input/output rack
Cu Control Unit: CPU
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2.3 Introduction to HIMA "~
334 ol s slas S (g eal diaiga (sla ol siSUU 5 5 5 &S 5 S (HIMA) Ls o5 S
b 53 O gkl S 5 oS 2 cpl ol s s § el Johannes Hildebrandt sGT L5 VasA JL.
O il b 4 Jpada Lis ps s 00 Sl e 3 b ol s 5 eddsdls OWJT 28 Brihl
L5 o e sl iony 53 S50 al ] e YO 00 51 s 5 als dayS A s L oS0
ol S sba el s WG (TUV) G55 08,5 oo gt olad 3l o S Jls 55 5 sdiad
Sl o Olpea Les ol cnl 515 b Leos 0800 w0 Glate S5 il 5550 el e
ol b B e i 5 OV game A5 Lea 055 ol S 5a3 aBlins e ald s 53 sl
A e Lol 5 Al 2
G5 Mg s anda s OBl i s Ol e 5 ptedas G5 Olsea Les iy JLe 80 550
Gl S Sl ol adpn SV gams 5 b oy ol s o 1)) (350 mie 4 leos ansl 35d oo il
35S o 13 eslinals ) e IS 5SS s s bt 035 Sl 0Ly SRl 5 sl Sl
s lagdle O plbcidly J3e d xS sl S 1 b el 5 SN guame 51 ans wls (pizmen Lot 05 S
—slis (Pipelines) o) b sl 5 (burners and boilers) b s> 5 Jais (turbo machinery) o5 Ll
b 5 03 el odlel &S 0l g i Sl ol eSS (L e i 3 Ll e @l il e
L3 ol o 3 Ol e 8 1y eal ialsl (sla,lSel, 55 sl oo SIL4 aalial S (sl ls CENELEC 3|l
Sl el Sobe (PES) Lews J 28 slaptns (63,08 slaej s 5l (2 0 blad oo )l e
(Oil & gas) ;8 5 & =
(Chemicals & Petrochemicals) oris,u 5 plecd =
(Refineries) Lol Nl =
(Pipelines) 4 4} b g ==
(Onshore & offshore) & gl Al =
(Power generations) G, AJ 5 =&
(Fertilizers) la> S A o =

(Pharmaceuticals) (¢ 3lws,l> ==

e 53 sl G)lad Olsie &S L Hildebrandt Mannheim LS 1 iz HIMA «alS 145 i':-"i]
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el ST S sl lilind oLg ol aneS & le Caiske CENELEC & jle . LSL o Mannheim

HIMA Programmable Electronic Systems (PES) History

53 O3l mg 505 L1 5L a4 Gy adsl L VAV Jle s 1y 5,5 Fail-Safe s xS0 sladssle s oS 3

i ELOP 133l 3 |y oS o 3L PES Olye L T 51 a8 15 5550 (S0 gl sS85l VAT UL

Cﬁ‘;e‘jb .JJS ‘Gb‘ SIL4 wLw‘ B b Planar4 W Lﬁdl.w J:AA 209 SIL3 L)A’L»\N‘J—’ b HIQUad 6LAW

L;‘j’ S ol CA.:J.’” Jﬁﬁjﬁj’ d.:.\AHIMax V.L'...v.:.m 4«0)—9 ESD ‘_QLAM 0y 4> 3 Lo..:é C,SJ.J JJM

OLL; b LQ.,:A 4_;"“'.’.‘ 6Lﬁw" ~ WJS B et w%\—\“ J)J\?‘ CMA‘ a_,\,;,a\j\)‘ HIQUad QYW gs".’.)i‘."b

1908

1940
1955
1965

1970
1982

1986

1996
1998
1998
1998

2002

2008
2008

2009
2013

2017

.Mb@

oot ol lagtosms ana 58 son V=Y g
Foundation of Johannes Hildebrandt (HIMA = Hlldebrandt MAnnheim)
Sales of ship equipment (rivers Rhein and Neckar)
Production of mercury switching relays (Chemical industry)
Annunciator systems in relay technology, intrinsic safe amplifiers
Annunciator systems with electronic modules (E-System, P-Systems)
World's first hard-wired safety system and world's first TUV-certified safety system (Planar F)
Fail-safe electronic control modules (F-System), TUV approved
1st programmable system with personal computer for programming
1st safety-related PES, TUV approved
World's first programmable safety controller and world's first TUV-certified programmable
safety system (H50)
Programming Software ELOPII according to IEC 1131-3
HIQuad-Systems (mono up to AK6/SIL3, Redundancy for high availability)
Planar4-System (electronic control system with diagnostics and communication)
World's first 2004D safety system for maximum availability (HIQuad)
World's first safety-related communication via Ethernet and world's first TUV-tested safety-
related Ethernet communication up to SIL 3 (SafeEthernet)
HIMatrix for factory automation with safety-related data transmission based on Ethernet
World's first TUV-tested safety controller for distributed automation solutions in the process
industry and factory automation up to SIL 3/PL e (HIMatrix)
HIMA releases the first TUV-certified non-stop safety system: HIMax.
In-house developed engineering, maintenance and diagnostic tools for HIMA safety systems
(SILworX)
Achilles Level 1 Security Certificate for the HIMax safety system
World's first programmable SIL 3 safety system-on-chip (HICore 1)
Cyber Security Certificate from TUV Rheinland and ISAsecure for the SL 1 in accordance
with IEC 62443-4-1/2 (HIMax safety system)
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Extension of the proven 2004D technology with the 4th generation of HIQuad safety systems
(HIQuad X)

SILworX engineering tool extended to all HIMA system families to enable digitalization and
integration of industry 4.0 features (API, Smart Safety Test)

Expansion with PROFINET/PROFIsafe, OPC UA, RaSTA (Rail) as part of the Independent
Open Integration approach.

2018

2020

2022

1 g u;,-\J,oﬂ)'u»J;Tm.LA?ASIS éuwupwﬁ%@uwuu iﬂlj

https://www.hima.com/en/about-hima/our-history

Loea (S5 S 28 lagtm d o o V=T IS0

g_AL’b:ALgLQPLC@M)bb@lguiwlmW‘oudﬁc&a—;tﬂg)f%&ié‘fwﬁf&
e Ll o sesl PLC o L splusbial 5 cxe b3S sla ST 5 5 5l eslatal b aS(g ) bay (S 0 a5 ¢
IS Glaptons gl 353 plesl Osmulegl gl dool; s b DCS J 8 0t 2 55 oS 5k

il ) slaedisd S ol bea sl (S5 S

HiCore 1
HIMatrix
HIQuad
Planar4
HIMax
HIQuad X
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2.5  HIMatrix Modular SIL3 PLC systems

b anzlie 5> o5 A3l o Loga (BSD) (551l < 55 (slapion 5l e iSU 1S 05,8 S HIMatriX (slapiow
3l U So S las )8 0 4S5, sbay il s (Compact) g s e g0t Y55k J 28 (laptens
DIl e Bt il ke las IS 51 S dsl e ol sl wy3a b

falely S by wblE s sk 5 cblis L SIS Slles <

L3 53 Gees ol )5 L oy ) bglast (glas )8 (gl dl b ol sl gla ol <o
o limss skl 5> Lo (standalone)  fax SrelSans &son Ol5 o | HIMatriX ol S8 o
LK (level 2 explosion protection zones) Y da.w ol ble s Wily o g .38 eslaxad (distributed)
Blodl 5 diledd b oS s 5 ons M b las S Sl o pata Bptegn il Ls5 43 S

s 5 o0y 20 sl 4 5a

HIMatrix (glaetiSd =8 5 glai Y=Y |
33l Gl &L HIMatrix &LAW Slasile 5l &y
e RIO sl b 5 2/ (65555 slads5le of ea 4, Modular 5 Compact scSJ xS Jde 35 glyls
w5 S n
¢«(Compact) ST Jde )3 F30,F3LF35 slasiisd 28 fals =
«(Modular) ;Y s5l F60 siSJ 28 fols
«Slanil BB s Yl lls ©
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Safe Ethernet, Profibus DP Master & Slave, OPC, Modbus RTU und TCP Master & Slave, Send & Receive CP,
INTERBUS Master, EtherNet/IP, CUT, SNTPHIMatrix Hardware
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CPU module Processor module

COM module PROFIBUS DP Master, RS485 and
COM module PROFIBUS DP Slave, RS232 and
COM module SSI, RS485 and RS485/RS422
COM module CAN, RS485 and RS485/RS422
8-fold DI Line control and digital input filter
8-fold DO 500 mA/channel

8-fold unidirectional Option for pairwise interconnection to
counters bidirectional counters, timestamp with 1 ps
2-fold relay module Max. 250 V

System bus extension 100 m distance

Power module 8 A supply

LS module For three-wire connection technology

25.1  HIMatrix Software
3 g o 3Lzl ELOP I Factory f5le 5 51 HIMatrix sla ot Sho S 5 o paal gl

'ELOPII Al e ELOP I alie 53l 5 ol sy Sy 5 o sl sl S 5

2.6 Planar4: Safety Hardwired
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<= High Integrity Pressure Protection Systems (HIPPS)
<=

Emergency Shutdown Systems (ESD)

<= Burner Control Systems (BMS)
<= Class A Circuits
<= Fire & Gas Systems (F&G)
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Safety-related hard-wired controls up to Requirement Class 7/SIL4.

Self-diagnosis function on each module

Easy localization and replacement of failed modules.

Communication with DCS or PES via the communication module (for MODBUS, Ethernet (10BaseT),
RS 485) For use up to SIL4

MTBF (Mean time between two failure) > 200 years

Modules in 19" European format with 3 units high and 4 units space to DIN 41494
Operating voltage 24V =/-15% ... +20 %

Temperature range -25C ... +70 C

Use of standard wiring techniques.

Hardware compatible to Planar F racks.
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3 H419/H51q Hardware

3.1 Learning targets

il s Sl Jold (bl gl s
HIQUad (sla i | Blsiw (ilare b o] =
HG41 s HG5L (5 e (slaodiSd 28l dlesen b sl =
Hg4l s HO51 slasdiSd =S 53 CPU Jsjle (olens 5 slitle o
HIQUAD 5 = /(535,5 slac)lS ¢lsil b oLl =

HIQuad (slacSy 5 adis e b LT =

3.2 Abbreviation

)‘ Sl CJ)L:.G J...a.% U’«" BE s lieslaial CJ‘)L&.’I}‘

SIL Safety integrity level

ESD Emergency Shutdown Systems
PES Programmable Electronic System
MS Mono System

CM Coprocessor Module

Cu Central Module

CM Communication Module

1/10 Input/output

Al Analog Input

CRC Cyclic Redundancy Check

Dl Digital Input

DO Digital Output

QMR Quadruple Modular Redundant
DPR Dual Port RAM

WD Watchdog

F FailSafe

PADT Programming and debugging tool (PC)
BSN Bus Station or Subscriber Number
SU Spacing Unit (Modules Wide size)
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3.3  Conception of the HIMA PES
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3.3.1  Safety and Availability Structures
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Availability Standard High
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Al H41q/H51q are also available as non-safety-related version (M, H. HR).

ks o yiws Olgae bl 5 HIQuad PES S s (S lats )Y e

HIQuad Hardware Architecture




Chapter 3: H41g/H510 Hardware
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Safety / AK 1.6 AK 1.8 AK 1.6
requirement class
Availability normal (M) high (H) very high (HR)
Central module mono redundant redundant
11O modules mono V) mono ) redundant
/O bus mono mono redundant

Technology characterized by double processors on each central unit

Safety related single channel systems up to AK6/SIL3 without any restrictions
Communication with the second central unit by a fast Dual Port RAM (DPR)
Realization of a 2004/QMR architecture (Quadruple Modular Redundant)
Maximum availability and fault tolerance with a redundant system.

3.4 Designs and Types of the PES
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9399
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B 9302 0 1/2 1/0 Sub rack

B 9361 0 0 Additional
Power
Supply

3.10.1 Circulating fan K 9203
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1immq
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FAN FAILURE CIRCUIT
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Programmable Systems, the H41q and H51q System Families Catalog, HI 800 263 CEA
3.10.2 Shutdown ways in the H51g-HRS system
Cso 33 3,8 o oy po WD IS Lo 5 (safety Shutdown) el asb 5 Olssls fes HRS Gt 55
AS o sl 1y sl 4 by gl g 2 4ea WDl /O Jlasl 55 cJB L 5 CPU 5y B S &2,
ab 50 CU Jy5l WD JUSw 3l (555 20 HB1G-HRS (s )3 U fr S s 0 g8 0 hols S

R T

HIQuad Hardware Architecture



http://www2.hima.de/_Filenet/Download.asp?ID=003670927
http://www2.hima.de/_Filenet/Download.asp?ID=003670929

Chapter 3: H41g/H510 Hardware

N
V

1st VO bus

-

WD

E}U 2 1st IO bus

> 2nd /0 bus

I

V

2nd /O bus

L4

WD

L .

BS = Shutdown via operating system
T= Safety-related output module
10-CON = Coupling module

WD = Watchdog
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4 Working with ELOP |1
4.1 Learning targets

Al 25 Sl Jolt i ) o e
ELOPII ;3 655 5 sl =

059, Lo pde le B

HIQuad ;| 3| Csew iy 25 =

Pl MIPRSLIS IR

(POU) sl ; o~y ¢l 5l ==

B UAS

(Online Test) Q.QL'T S @

(Offline Simulation) :.MGT (¢3luans ==

4.2 Abbreviation

)‘J.,‘Q)L.G J«4.9 U'i| B sl ieslail CJ‘)M?"

BMS Burner Management

BSN Bus Subscriber Number

CFG Configuration (bus documentation)

CONST Constant

CRC Cyclic redundancy check

CRF Cross reference (Info on inputs and outputs)

CsV Comma Separated Value (Data-format used for import and export-functions)
Cu Central Unit

DXF Standard-AutoCAD graphic format for printing copy 10 Input / output
ESV Error-State-Viewer

FB Function block

FBD Function Block Diagram

FUN Function

GV Global variable

HW Hardware

1/0 Bus Input/output Bus

ICSS Integrated Control & Safety System

10 Input / Output

LCL Logic-Controlled-Logging

LD Ladder Diagram

LgP Logic plan - Controlled Protocolling

OLS Offline Simulation

OLT Online Test

PADT Programming and debugging Tool (Engineering PC)
PES Programmable Electronic System

PFR Product Feedback Report
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POU Program Organization Unit
Prog Program

RES Resource

RT Resource type

RWP Read/Write Parameter

SIL Safety Integrity Level

WD Watchdog

HIQuad poiuwuw b jgol JolS &0




ELOP I1 jl j8lp 5 b IS : o lg> Jsad

Content
3 WOrking With ELOP ......ooiiiie ettt nne s 1
O =T T g To R = T[] £SO 1
4.2 ADDIEVIALION ...ttt bbb bbbttt bbb n e 1
4.3 INtroduction t0 ELOP T ..ot nre s 3
4.3.1 ELOP 1 Software INSTAllAtioNn............cceoeiiiiiiiii et sne e e 3
A U o] 11 - 1| SRR 5
4.4 Getting Start With ELOP H......c.ooiiiiii e 6
4.4.1 1EC Programming LANQUAGES .......coeieeieii et ittt ste e e steste e e ste e e stestaestesbeensesbesneesnestaenesnas 6
A O (=T (-3 d (] 1 SRS 8
4.4.3 Project Management EGITOr. ........cooiiiiiiieieiise e 9
O 4 (0 G v LIV A 1= T PSSR 12
4.5 Objects in the STruCtUre WINAOW ..........ooiiiiiiieieieese e 13
4.5.1 POU: Program Organization UNit...........cccooiiiiiiiiieic et sttt 13
4.5.2 Project Tree Structure and ODJECES ......ccvciiiiiic e s 15
4.6 Hardware Management & System Variables ... 22
O R o I O O o T 1 T=1 1Y 1 | PSSO 22
4.6.2 1/0O MOAUIES ATANGEIMENT ..ottt bbb b bt n e ens 27
4.6.3 Importing & Exporting Cabinet LaYOULS ...........cccorireriiiiiiininese s 28
4.7 CrEALING LOGIC ... eititiitiitiitieie ettt bbbttt b et b et nes 30
4.7.1 FUNCHON-BIOCK EQIOF......c.iiiiiiieiieieeeeee ettt 30
4.7.2 FBD-EItOr FOr PROG-TYPE....cctiiiiieieieiieietesie sttt sttt sesne st sbeseeseeneeneenennas 31
4.7.3 Variable Declaration EQItOr ..........cocoiiiiiiiiiiice e 31
4.7.4 Attributes, Initial Values for VariablES ..........coocviiiiiciiii ettt 36
4.7.5 Assign variables to the inputs and outputs of an /O module.............cccooeiiiiiiinnineecen, 43
4.7.6 Drawing Area: Create LOGIC .....ccoiiierieieieieisie sttt sttt sttt eneens 45
o A 101 (=1 £ YT VA Y T o [0TSR 46
4.7.8 OVEIVIEW WINUOW .....ovvivieiiiiiiiicie sttt sttt sttt e s se et st be st et et eneeneanis 47
4.7.9 Change BIOCK TYPE NAME .....cviiieieiiiieiesie sttt te ettt ae e aestestaesaesreesaenaeeneenee e 48
4.7.10INSEIT A FB BIOCK ....c.eiuiiiiiiiiiiiiste ittt bbb 49
O o L=t o e T [ SRS RSRR 50
4.7.12Navigation in Programming EQITOr............ccuoiiiiiiiiiiiice s 51
4.7.130peration iN FBD EAITOr ........coiiiiiiieiieicee et 53
4.8 RuNNing a Program 0N @ PES ..ot 55
4.8.1 Compile Program: Generating the program COUE .........ccccueieriierieneiiiese e e se e sre e 55
4.8.2 Offline SIMUIAtION OF LOGIC ......oiiiiiiiiieiecie et 58
4.8.3 DOWNIOAA BN SEAM.......cveiieiiiiiiieiieiieieiee ettt ere e ebesrenbenee e e eneeneanis 63
4.9 Code Comparator and RevisSion Management...........cccovereieenieeresieesieenieseeseesee e seneseesneens 72
4.9.1 Creating 8 COMPAre RESOUICTE. ......cviuiiiuirieuiteiirieiestee sttt se et b et b et sb et sb et ne st nes 73
4.9.2 Save the old Library (OPtION) .......cooioieiieiieisieisiee et 74
4.9.3 Set the Properties of the Code GENErator...........ccviviieii e 75
4.9.4 Start Code Generator and Code COMPATISON .........ccveieeieieieeiesesee e sre e sre e sre e 76
4.9.5 Revision Management in the DOCUMENLALION ...........covieiiiiriiniiiiecreee s 76

Working with ELOP 11




Chapter 04: Working with ELOP II

4.9.6 3.2 Revision Management for Locating Changes ..........ccccevevieiiiiiieenieseece e 78
A. 10 CONTIOL PANEL ...ttt e eene e re et e reenne e 79
AUL0.LSEALES  .oeieieieeteete ettt ettt bbb R e h R bRt R e R e R e e b e R e e bRt eE e e b ebe R b e R nre b 80
4.10.2CU OPEration BULIONS. .......coiiuiiieriireieieeeie sttt b e e 81
4.10.3SEAIUS DISPIAY ...ttt 81
4. 10.4SEAIUS CNANGE. ......etieiieeiei ettt b b e ettt et b bbb n e ne e 85
A.L0.5TO0IS ot E bbb bbbt bbb et neens 86
4.10.60N0NE CRANGE.......civiitieie ittt e st e te et e steese e s beaseesesbeaseesteateesbesbeeneestesreenee e 87
A.LL ONTING TEST .ttt bbb bbbt s e e et bbbt e b e neene e s 88
4.11.1Program modifications and influence to possible onling test...........coovveiviiiiiininenecee, 88
4.11.2Call UP ONIINE TESE ...ttt ettt bbbt et 88
4.11.30N1INE TSt FIEIAS (OLT) ..iitiiiiitiieiiteieeee ettt 90
4.11.4Call Up Online Test (NOt WOTKING)......c.coiiiiieiicice et s 91
4.11.5Special case: new code version after double generation of Code .........ccccceveviviieiiiicccce e, 92
LG Y A ] 1T L= =T PSSR 93
4.11.7 Safety procedures after SYSTEM Crash ..o 93
4.12 Forcing INPULS @nd OULPULS ........oviiiiiiiieiieiieee et 95
4.12.1F0rce Marker (FOFCEMIK) .....oouiiieiici ittt st s re s be e e s beebe e besbeeneenreere e e e 98
O A o (ot o ) o] SO SOPRUTPTPRSRSRRN 100
RN I Lo Tot U 1= o - LA o] o USSR 102
4.13.1Configuration DOCUMENTALION..........c.eieieieiiieie ettt neeneas 102
4.13.2ReS0UICE DOCUMENTALION ......eeviiiieieiieiie et e ettt e ste et e sbesreesaestesreeseesreeneeneas 104
A LA INSTANCE TTEE ..ttt ettt b et e b e e et e e s be e e st e e abe e e nbeennneeneennneas 108
4.15 Archive & RESOre @ PrOJECT.......ccvcieiieiie ettt 109
4.15.1 Archive Naming TECANIQUES. .........ooiiiiiiiiie e 109
A4.15.2ELOP 1T EXEENSIONS ....oviviitieteiieitesiesieie ettt sttt ste st see e s esaesessesbesaestenaeeeneenensens 109
4. 15.3ATCNIVE 8 PrOJECE ... eviiuieiieiieiesie ettt sttt e b et st ste st e nae e e neenenreas 110
O o (o (o = W (0] 1= o AR STTRSRSRRN 110
4.16 Analyzing the Logic by using ogi.LINT ..o 111
4.17 POU-Protection Program (LCStrIPPOU) ......cocoieiiiic e 112
4.17.1DEFINE PASSWOIT ...ttt bbbt 112
4.18 SEAICNING POUS..... .ottt ettt sttt ettt s besbesseeneeneenee e 113
4.19 Global FIinding and RePIACING .......ccviiiiiiiieieieierie e 115
4.20 ReSOUICe PropertieS SEIING.......ooiiiiirieeeieiee ettt sre s 115
A.20.11/O PAIAMELEIS .. ..vieteiteeeee st eteeteste et e te s et este et e stesteesbesteeseestesseeaesteassesteaseesbesseessenteaneesrenreeneenrs 115
4.20.2C 008 GEBNEIALOT ....euveveereereeteeteseeeteseesteeeseeseeseetessesteseeseeseeseeseaseasesseasesseseeseeseaseasessesseneesseennsanensens 116
4.20.3SAFELY TIME ...t b ekttt 118
4. 21 CONTIOL CBNMTET ...ttt bbbttt ettt sttt sttt neas 119
4.22 Example-1 Convert BiNary WOId..........cocvoiiieiiee e 119
A 23 RETEIBNCES ...ttt ettt b bbbttt ettt b bbbt n e 123

C

HIQuad pivsw b jgol JolS &2



ELOP 11 51 j8lp 5 b IS : o )lg2 Jsad

4.3 Introduction to ELOP 11
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Version Supported Operating System
Version 3.0 Windows NT

Version 3.5 Windows 2000

Version 4.1 Windows XP

Version 5.1 Windows XP, 7 32bit

Version 5.2-5.6 Windows 7
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4.3.2

Uninstall
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4.4 Getting Start with ELOP |1
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<= Structured Text (ST)
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<= Function Block Diagram (FBD)
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<~ Ladder Diagram (LD)
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5  Working with Library Blocks

5.1 Learning targets

5.2  Abbreviation

35 Aaly S 1y 5 sl Ul il b ol asdllan 5l ey
310kl Sl eSS 5l eslizal <
ELOP &liulS clacS™U 5l eslizal o

0550 Lol Abuls S sluesly 5 pladls =

)‘ Sl C)JL_& J.'.Aé L)'i‘ BE sl ieslaial Q‘)W‘

WD Watchdog

IEC Internation Electrotechnical commission
FF Flip Flop

RS Reset-Set

SR Set-Reset

CTD Count Down
CTU Count Up

TOF Timer Off-delay
TON Timer On-delay
SHL Shift Left

SHR Shift Right
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5.3  Working with Standard Library
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RS oo als SO ksl Y- IS0

SR Flip Flop
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5.3.1.2  Bitstring-Functions
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5.3.1.3 Compare-Functions
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6 H51g/H41qg Comunications

6.1 Learning targets
S dalys S 1y s sla pUls sdtl s fuad opl aadllas 51 ey

HIQUAD (5, 53 a5 slac )8 5 s IS5 5 E_\f'\b_u_luf <

Master/Slave &, soas RTU ubide a3 (6 5Lwesly

Master/Slave &, o4 TCP  wlide a5 (g 5lwesly

d 4 4

bsn Sd golesly

6.2 Abbreviation

)‘ Sl CJ)L.&‘ J«Aﬁ ui‘ BE) o leslai! C)bLAﬁb-‘

PES Programmable Electronic System

PADT Programming and debugging Tool (Engineering PC)
TCP Transmission Control Protocol

PLC Programmable Logic Controller

ESD Emergency Shutdown System

FC Function Code in Modbus Communication
110 Input/Output

RTU Remote Terminal Unit

DCS Distributed Control System

BSN Bus Station number

HIPRO
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6.3 Introduction
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6.4 Network Interface Modules
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Communication Modules

COM- Programming

Module  SIL interfaces  interfaces Protocols Note

F8621A 3 2 yes Modbus-Slave, HIPRO-S/N RS485 interfaces

F 8627 3 1 - OPC-DA, safe ethernet 100 Base-T, RJ-45

interface

F 8627X 3 1 - OPC-DA, OPC-A&E, safeethernet, 100 Base-T, RJ-45
ELOP Il via TCP, Modbus-TCP interface

F 8628 0 1 - Profibus-DP-slave

F 8628X 0 1 - Profibus-DP-slave, ELOP Il via TCP
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CU Jsile (555 b oys 55 3 gl =Y-1 IS
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6.4.1 F 8627X: Ethernet Module
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Processor 32 bit Motorola CPU MPC860T with integrated
RISC communication controller

Operating voltage LAY

Current consumption 1A

Space required 3 HU (units high), 4 SU (units wide)

Ethernet Interface 10BaseT or 100Base TX according to the IEEE 8023 standard,
connection via an RJ-45 plug.

HSR Interface High-speed serial communication interface to the redundant

HSR (High Speed Redundancy) communication module.
Connection via an RJ-12 plug with BV 7053.

Serial Interface The serial interface FB is not used.
Diagnostic Display 6 LEDs for display diagnostic during operation.
DIP switches 2 DIP switches for setting the module functions.

HSR (sla LS Jlasl 51zl (il ; i 51 asd iS50 L HALG/HS1G otnces Sho S Do 3
Control ¢ 2= 3| 4,8 4sb s Reload Ole 3 (gl | Ol &y s RSBy J.pb— Ol (BV 7053)

Sdls Jdal g2 s g 9 Panel

5 amel e I8 Cldlis d 4 SO 51 aSs LS o gt g i bl ¢l

Data Sheet / Operating Instructions for Module F 8627(X), HI 800 265 BEA

6.4.1.1 ELOP Il TCP Connections to H41g/H51q Controllers
3,5 e3latal Ol s TCP JLail ¢ 55 4w sl (gl 8627(X) Sed o8 51 IS ke
¢(HIPRO-S ) Safeethernet |SG 5 » L H41q/H51q (e Ky (F) sesl b lad pesls Jobi o
HIMA OPC Server (s Sy 5l eslazul L (non safety) Jsans (slaosls Jsls <o
VL e b oals sl (gl CU S(ELOP I TCP) PC s & 31 bLS Sl sl <o
S S5 2l s 4l G Sy Olejen ssbas TCP LUl g5 an o (6o S OLGl &8 50 4 58
(crossover) .l S o3l LS 51 ol s fate R Jsba PADT 5 5.slS 3 HALQ/HE1G oS 28
2> g eslaal
6.4.1.2 ELOP Il TCP (PADT) Connections to Redundant H41g/H51q Controllers
RPN PRI UL SN PP RCIN B RE TS WP PR UL JEL PRt RC Sy PR
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7.1 Learning targets
35 dalet S 1y 5 sl bl eddl s fuad ol axdlas 31

OPC IS5, L plzl

DA Juls Leoa OPC Server sy S <O

OPC LS Ol yiea HIMAPES (sl aze (s Sy =

7.2 Abbreviation

)‘ Sl C)JL_& J.'.Aé L)'i‘ BE sl ieslail le.a.b—\

OPC OLE for Process Control

PES Programmable Electronic System

TCP Transmission Control Protocol

PLC Programmable Logic Controller

ESD Emergency Shutdown System

FC Function Code in Modbus Communication

1/0 Input/Output

RTU Remote Terminal Unit

DCS Distributed Control System

BSN Bus Station number

HIPRO Protected Safety-related communication between HIMA
controllers
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7.3 General
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7.3.1 OPC: OLE for Process Control
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7.3.2 HIMA OPC Server Overview/Set-up
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10PCServer
I0OPCBrowseServerAddressSpace
I0PCGroupStateMgt
I0OPCSynclO

I0PCAsynclO

IDataobject
IEnumOPCltemAttributes
IAdviseSink (Interface of the OPC client)
I0PCltemProperties
IOPCAsynclO2

IOPCCommon

10PCShutdown
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. OPC Server

HIMA - OPC Server

Ethernet

“ ' -
H41q Planar 4
Lozt OPC stias o 5, b i 31 K3 G 5 plad V=Y (IS

H51q

Version Used

(DVD) ELOP II Jlj-,é\(aj.? 5.6 axul )3 355 90 3.56.4 ase ( Jad opl 5 sdeslizs] HIMA OP Server )IJ-MDJ

Al e
OPC- =
File Edit Mode Window Help
EEEIEIETT TN LAY
Structure I Al Rt
™ oot & HIMA OPC-Server - About [R5 [ Descrption fie

HIMA OPC-Server

Version: 3.56.4

Licence:

Mame: Ali

@ Comparny: adl

Serial No:

HIMA Paul Hildebrandt GmbH + Co KG

Web:  hitpwww hima.com

Email: info@hima.com

2l

04/06/2022 DD D5 DE 805, Info:
04,/06/2022 00:05:06.805, Info: Version: 356-1
04./06/2022 00:05:06 583, Info: New OPC status: Suspended
| IServer state: Suspended A

HIMA OPC DA Server ase.s :Y-V L}iﬂ
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——
HIMA Modbus OPC Server Properties [l 2 [l

General | Location | Security | Endpaints | Identity |

The following settings allow DCOM to locate the comect computer far this
application. f you make mare than ane selection, then DCOM uses the first
applicable one. Client applications may overde your selections.

[ Run application on the computer whene the data is located.

Run application on this computer.

[ Run application on the following computer;

Browse. ..

V)'j.,\;i_}— Ov\ajiwj Ql&ﬂkﬁ.‘..“ 44)4.’ RAESY K..i
g oo 1l ope asl 5 5 sslS OAE cpi 55 b Runapplication ... 4y 8 ol b

HIMA OPC-5erver Properties EHE

Generall Location  Security | Identit_l,ll Endpu:uintsl

™ Use default access permizsions

— O |lze custom access permissions

You may edit who can access this application.

Edit...
" Use default launch permissions
— % 1ze custom launch permissions
You may edit whao can launch this application.
Edit...

" Use default configuration permissions

— 1% |lze custom configuration permizsions

rou may edit who can change the configuration information for this
application.

Edit.. |

Ok I Cancel | Smply |

Security S s s — XP 354y 5 ;> HIMA OPC Server la i :£8-V IS
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HIMA OPC-Server Properties -7
Security | Endpoints | Identity

Launch and Activation Permissions

(@ Use Default

(7 Customize Edit..

Access Permissions

(@ Use Default

'::I' Customize Edit.

Configuration Permissions

() Customize [ Edt. |

Security S o — 7 55y 5 ;> HIMA OPC Server ok 80—V S

.JJ‘D ‘)OPC C)_)L'\'.w‘ o)u‘s%ﬁ&bcbﬁy ‘ﬁ‘ ‘5).<..»‘J Ml‘.’.‘) 6}JOPCCI|ent 45‘.;?_)”‘)3

HIMA OPC-Server Properties @ HIMA DPC-Server Properties HE
i ity Identib i
| Genelail Locaion | Fom— | Endpoinﬂ Identiy ‘ Generall Locatlonl Security iy | Endpomtsl

) ’ . “w'hich uzer account do you wank bo use to run thiz application?
Which user account do you want o use to run this application? ¥ i

& The interactive user

' The launching user

' This user:
ser I Erowse. |
‘ ‘ | Browse...
Easswnrd: I
Passward: ‘ ‘
[Eanfim Fasswond: I
Canfirm password: ‘ ‘

) _ ) Tihe Systeméceaunt (semvices anly]
() The system account (services only).

Identiy S s w— 7 5555 ;> HIMA OPC Server il s :£71-V |Ss

&

i i e

(s 5 505 5 01 2L Jlab LS, .S Client-PC  Server-PC 55, ;. i‘i"i]

(3llely 5 03031 (sl Cuze) 355 olas visible Lo 53 55,m sl LY
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The Launching User

el S5 e Sl (2B S S o )

b i

(LS 5o 505 5 pL) Al Jled LS, 1S Client-PC 5 Server-PC (g5, 5 )
Al Sosline Ll g e Jls 8 LY

A& e invisible background task Ol a5 0 (gl ¥

7.17 References

[1] HIMA Training Course manuals.
[2] HIMA Manual, PC-Based Systems HIMA OPC-Server 3.0 Rev.2
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8.1 Learning targets
S dalys S 1y 3 sla Ul sdil s fuad opl aadllas 51 ey

HMA OPC A&E Server s.s S =

OPC LS Ol yiea HIMAPES (sl aze (s S =0

8.2 Abbreviation

ol aole kb pl s sddeslinal Ol la

OPC OLE for Process Control

PES Programmable Electronic System

TCP Transmission Control Protocol

PLC Programmable Logic Controller

ESD Emergency Shutdown System

FC Function Code in Modbus Communication
1/0 Input/Output

RTU Remote Terminal Unit

DCS Distributed Control System

BSN Bus Station number

OPC Alarm & Event Server
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8.3 General
Bl sl J ol Leialy i ol 5 gm0 (30T (slazaly pies G HIMA OPC ARE 5 e o5 sl
Aas e OLE | HIMA A&E OPC (gla 5, s HIMA PES HA1g (glao S 58 o
8.3.1 Installation of HIMA A&E OPC Server
nl 4 3 pd ax g s g el sk s 3 Ikl el s ) e3lined LHIMA AZE OPC 5w 58l 5 oo
2,05 5k me i Y osled 4 el s

8.3.2  Preparations in ELOP Il

ooyl gl program instance s 15 kis ;e sla i ELOP I Ssle s lama 55 5 sla IS8 Gillae o)

S i x5 OPC
Variable Declaration >> Event handling or BUSCOM
Variable Declaration : ESD ITR1 |
— i — - - - . -
Variable Eventhanding | HIPRON/-5 | BUSCOM | 3964R
W Event
[~ Event number: IU E
[~ TextforLd
Protocol text 0-=1

’7 - | | Edit |

Variable Declaration : ESD_ITR1 [

- -
Varizble | Event handing | HIPRO-N/-S BUSCOM | 3964R |

Configuration of serial communication via MODBUS, Fieldbus, OPC, etc.

= Mo Impart/Export

% Export

Base address: 0

¥ Setrelative address: I 15

OPC ool (gl p sl pine iy a5 VA ISSS
2- Start Codegenerator

ssied Y=A ISE Gillae day .S || |, Code Generator ) yiws OPC Sblsl (gl o s psie iy a0 fl“’ﬂ S e

AS oy s

Ressource >> Documentation >> RES-Docu generated >> BUSCOM

OPC Alarm & Event Server
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Hardware change <H51ge-HRS > » RO [ESD_ITR1] {606C} (unch... RE
EIQ ESD_SP17848 A Edit cabinet layout I | I ]
g Elep-Lib . : =
= N £50 COMM| Documentation v CRF docu y
G- <] ESDS Tools 3 RES docu (current) 1
E| ‘ ESD_SAFETY Code Generator | = i be=osl
EL = Control panel RES docu (loaded)

BUSCOM (sla e (5 3lus b s2us () ) Y-A S

3- Export to Text File

Dump All to text a8 bl 5o e ol G5y Conly SIS L 505 S Clssl | Buscom oz 31 bt L)

A8 Export e LSS s 53 1, BUSCOM 6 oy (sla sate o g file..

deas i txt 4 |y b e b G @ Export I e LY

RES docu generated - Old_Statuz_2... RES docu generated - CONFIGU... |

Cabinet | Rack | Module | Parameter BUSCOM | 3364 | HPRO4/S |1d | cRF | cGemror |

Variable T I Data type I Read I Address I Write I Address
S_PALLSO7S BOOL = 3
S5_PAHHS0792 BOOL = 20
S_PAHHS073 EOOL * 1
g1
S_KMxL-5102 51
5_KM¥A-5102 Find 52
S_HZLC3079 Define Filter 35
S_HS-007xA = 70
S_FO-Index 1
5_FO-Active Print Al a
5_BALLSO80C | DumpAltoTextFie.. | 13
5_BALL5030B 9
S BAllSARNA View ¥ 5

Jb S s BUSCOM (sla pse o 3 (gl EXPOIt | siees (gl ol F-A IS
A&E 5,0 buwg oo LB plaeS S OPC_AE_SERVER 4l [=1s 55 1 ol s kB g sl e Y

43 sl eslizl OPC

@ Export to Text File.. [ ]
Savein: I 1. OPC_AE j - EF '
=] MName ° Date modified Type
h} 4% ae_cond 11/30/2010 2:25 PM  Configura
Recent Places -
| Buscomress 4/20/202210:05 PM  Text Docu
!| [ EXAMPLE_ROUTING_BATCH 11/30/2010 2:25 PM Windows
Desktop ¥ Himaope 9/22/20111:29 PM  Applicatic
|f5) HimaOpc_d 9/22/20111:28 PM Compiled
E |f5) HimaOpc_e 9/22/20111:28 PM Compiled
Libraries = license 11/30/2010 2:25 PM  Rich Text
&‘l [T ModbusDiag 9/22/2011 1:28 PM Applicatic
B || OPC_AE_ES104 4/20/202210:10 PM File
oy || OPC_AE_ES104-1 4/20/202210:10 PM  Text Docu
@’: @ Using_DCOM_with_XP_5P2 11/30/2010 2:25PM  Chrome b
Network
« | I | 3
Cbject name: j Save I
Save as type: I'_‘ (ASCITY j Cancel

OPC_AE 4i 5 |otls 4 ol Export L6 S :4-A IS
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8.4 Defining of HIMA A&E OPC Servers

.48 Import OPC_AE 5, lae 53 |, HIMARES Docu w55 sddisl| e LU a
el OPC (glaesls (gl 4l OLJI ELOP I aww 5 sdllislw] e |16

1. File >> Import HIMA RES Docu

AE_OPC_ESD104 -

| File | Add Edit WView Help

(1 New Cti=N | ¥
| & Open... Ctrl+0
[=] save Ctrl=5
Save As.

C Import HIMA RES Docu
Reimport HIMA RES Docu

Import  yiws gl 1 :0-A S5

2. Select text file

4% Import HIMA RES Docufle M 0 i e ==
e e, e e
@'@v| || « Program Files » HIMA » OPC_AE ~ [ 43 | [ search 0PC_AE )
) e — ——
| Organize « MNew folder =~ i @
i ¢ Favorites *  Mame Date modified Type
P Deskiop [[] opc_AE Estod-1 4/20/202210:10 PM  Text Document
8 Downloads
Type: Text Document

(E_-ﬂ'_ Recent Places Size: 7.05 KB
Date modified: 4/20/202210:10 PM

4 Libraries
@ Documents
Jl Music
[E5] Pictures

B videos

1% Computer
&, Local Disk [C:)
59 DVD Drive (D) Di = 4 | i | v

File name: QPC_AE ES104-1 - [RES Docu Files [.bxt) ']

I Open |vl l Cancel ]

Import ! ,; gxe Jb bl A=A (IS

3. Result:
Kgd oo AL AE_OPC o 2y 53 5 S8 &) s0as OPC (gla piaze Import | giees (gl 21 51 s

|4 AE_OPC_ESD104 - HIMA A&E OPC Server "IN |
‘[File | Add Edit View Help
ERE=A" I RRES N P NI SEER N, 22

Import sl =1 51 s OPC A&E o 2y laes V-A S
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: Save configuration
Import 51 L3 L 5556 ,25 LSS s, ol Ols5 oo aS 350 0 3bm] gy o & 2o LB Import 51 e

3 Sl Save s Ol 5 o

k% AE_OPC_ESD104 - HIMA ABE OPC Sef
File | Add Edit Wiew Help

([ New Ctrl=N |.
"5 Open.. Ctrl=0
Q Save Ctrl+5
| Save As.. |
Import HIMA RES Docu

5 Save As [ ——— — |
- e —— i —
mﬂ |, « ProgramFiles + HIMA » OPC_AE ~ [ 43 ][ Search oPC_AE )
A e e — - —
Organize « New folder B= - @
I < Favorites * Mame Date madified Type
| P Desktop AE_OPC_ESD104 4/20/202210:25PM  Hima Document
! 4 Downloads

&l Recent Places

4 Libraries
@ Documents
Jﬂ Music
[E=] Pictures

' £ videos

1M Computer - 4 T 3

FIENCL ERRAE OPC _ESD104| -

|
|
|
|
: Save as type: [Hlma Configurations (*.him) v]
|
|

'+ Hide Folders I Save I [ Cancel ]

Step3: Define Properties of the device and Select Device Type, e.g. H51

Right mouse button at the device, (in example “PES* ) > Properties

[ AE_OPC_ESD104 - HIMA A&E OPC Server | [ Device Properties
© File Add Edit View Help
P 0 @lﬂg/ﬂﬁ ¥ Marne: 104-H101

Description: 104-H101

. Evert area
Deviee Type (Geneal 7] "5 vaser

Initially e ,51' ) Master #2
Planard
m tModbus TCPAP connection IF address...
roperties...
- Com Ports Supervisor time

Primary: | COM1 - Retiies: 5
Secondary: | COM1 - Millizec.: D—

Address: 1 Time Syne
FE every
Tag zcan: 5000 msec —_—
0 mirutes
Ewent scan: 1000 msec at startup
Timeout: 100 msec ‘ward Swap

Properties o > 05 5 5L 4-A s
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Example Events:

+-= OPC_TEST2.him - HIMA ARE OPC Server

File I.O.dd Edit View Help
D|=(EH| 2lEENS @Iaalaldu' 2l
8- l'@ PES Name | Type | Location | Description | value | Timestamp
"_j Events W varz Event Signal ~ E00002  VYar2 On 08/05/02 10:03:38
=~ Tags Wva3  EventSignal  E00003  Var3 on 08/05/02 10:03:39
W vard Event Signal ~ EO0004  VYar4 on 08{05/02 10:03:39
i vars Event Signal EOOOQS  VarS on 08/05/02 10:03:39
ﬂ varé Event Signal ~ EO0D06  Yaré on 08/05/02 10:03:39
Wva7  EventSignal  E00D07 Va7 Off 08/05/02 10:03:34

Example Tags:

+~: OPC_TEST2.him - HIMA ARE OPC Server

Fle Add Edt Vew Help

D]s|a9] glEEINR] 4 (=E=E 2

Eﬁﬁ PES Name | Type | Location | Description | value | Timestamp |
[:J Events D Analogt  Holding Register 400002  Analogl i] 08/05/02 10:05:09
£ Tags

LUJ| Cd AY-A L}i‘;

&iﬂlj

(b 310kl 51,1 3 ullas) e ELOPIL 53 wbie sl 31 s (SO eddenls ioled pwbte ool

8.5 General Hints
8.5.1 Important Icons in Standard Menu

Delete:
delete
elements

Ports:
properties of ports

Save:
save
configuration

D ||

3 IR = T

New device: l

Add devices, Monitor:
e.g.H41g/H51q Watch variables
online

8.5.2  Update with new Variables
Slaoslal sl polem b 3 s 53 Slibas (A (sla e i a3 S ELOPIL 3 Sl i sl 1

.55 Jls . .sL (Monitor Function)  s2ibe &b Oeamen 258 |l Lk ol (Preparation in ELOP 1) s,

C
.
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Gl 8555 5 sbay 550 sla s aS Gl s ol 4 overwrite e s Jud> sla ate 05 S Import
oS Gl s S geis | s pate Sl 2 cCend Osllae 3550 ol SSTJl- PRI

8.6 References

[1] HIMA Training Course manuals.
[2] HIMA Manual, PC-Based Systems HIMA OPC-Server 3.0 Rev.2
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9  HIQuad Diagnostic & Maintenance

9.1 Learning targets
.MJ@ U’:"“':’ﬁ ‘) HiQuad PES V.I...\..:.» Lﬁ"l'l“'”':'p 9 J.:A.x.? Ls‘ﬂ )'L:.'s.:)j.n JJ\JJUM\ ;@'Lbj J«aﬁ u.:\
sl Lo
(10 Card Faults) 1/0 slacs )18 )5 ol & =

(System Error L0gs) ptuws (s lallax SY <

HIMAHIQuad s e Cundy yaseld <O

S s, 8 5 CPU Jgile L s =

S So st (s (N0 glad 5l (a8 O

SF A=l SRk s 5 035 ool Gl Sk e 5 b O
oS =S s e gladS <

TS0 sl s b gbalS o

<JB 31 e HIQuad e 23k O

HIQuad | pazels Sledbl o+l sl <o

Sloeend o3l a8 ¢l>,=§\ e

i Go,lS 5 CU glacls (10 glac S Oludy slags 5L Sl 5 IS ©

9.2 Abbreviation

Sl el Dl b ) 3 sbeslizal Ol Lzt

SIL Safety integrity level

SOE Sequence of Events

HIPPS High Integrity Pressure Protection Systems

ESD Emergency Shutdown Systems

BMS Burner Control Systems

F&G Fire & Gas Systems

PES Programmable Electronic System

MS Mono System

CENELEC European Committee for Electro technical Standardization
OPC OLE for Process Control
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9.3 Content

0.1 LBAIMING TGRS ...ttt ettt e bbbt e e et e e bbb ne s 1
ST N o1 (3T LA o] o SRS 1
9.3 DiagnostiC Panel OF DISPIAY .........coiiiiiiieiiier e 3
9.3.1 Information to be called during RUN OPEration .........cccccevvevieiiiiieieieeie et se e 3
9.3.2 Errors/Faults in the Central Area (CPU LED iS Iit) ...ccvoiviiieiiiiiicccee e 9
9.4 Faultin the 1/O Area (10 LED 1S Ht) ...c.ooiiiiiiiiiiiesesi e 7
I R VL@ O T o - ] L OSSOSO 7
9.4.2 Response of the System on Failures Detected at Safety Digital Input Modules [1] ........cc.cccccrervennen. 8
R B Y1 (=] 0 = o g oo L PSPPSR 9
9.4.4 Replacing a Central UNit (CU)......ccoiioiiiiiie ettt sttt st be et te e sre et sresne s 10
TR T I o) = (o O oo SRS 11
9.6 Erasing the ApPliCatioN PrOGIam ........coueiiiirieiiiiesie sttt 14
9.7 Central Unit (CU) Self-EdUCALION ........cooiiiiiiiiiiree e 15
9.8 Replacing CommUNICALION CAId ........coviiiiiiiiieiterie e 16
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9.9.1 Replacing F7553 WatChdog Card ...........ccooeieieieiiiie s 18
9.10 Replacing Central UNit BatterieS.........ccueiirieriiriirieiie sttt 19
0.10.1BALEIY FAUIL......cueieiieeieee ettt ettt et e e e e b e e s e be et st e e e 19
9.11 Replacing BUFfer BALEriES ........ccveviiiiiiiecie ettt nas 21
T80 00 1 1 TR RURROPRTRTN 23
9.11.2Response to Faults Detected in Central MOAUIES............cooiiiiiiieiiiice e 23
9. 12 GroUP SNUE-DIOWIN ...ttt bbbttt ettt bbb 24
9.13Faults iN the CeNLral DEVICE ........eciieeiiieieeie ettt te e sre e s e saeeneeeneenns 24
9.13.1Faults in the INPUY/OULPUL MOTUIES .......ccveiviieieieiicece e e 25
9.13.2Faults in the Coprocessor and Communication MOAUIES...........ccoeviiiiriineiereeeee e 25
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9.4 Diagnostic Panel or Display

Sisled L g sl 13 Jg3le sl e 534S (ol CU Jsile 3l s s asis Sl il L
Ssd mesls Julad (658 slade 510 glac IS 53 S sl slales wsle ezl Sledlbl (¢ SIS e
el 0 5T 5 sl l 5 BL el

o3lde 5 Ogte isled (gl (Four-digit alphanumeric display) oo ler ol il amir & =

CU Jssbe s lacdl il 5l 5 CPU Olge LLED S =

F-1I0 sladsile 5o lacdl ilad ¢l 210 Olge LLED S =

(ACK) o= 3das (g lis aaSs & =

o Sl 1 U S il DM & lan 53 S s iled sl 5L 4S5 B s o

555 g0 o3zl o Olan s Db sl Sl sl el S 5 slicas Sldb 53 0l b YL

odalin LB CPU Jole i 08 4y b gy o DleSbl ol mlaw 53 (il 40 5, W LIS &5 > L Jls Ol e 4

.J‘JJ&L&J@J}%L&MJJ b L&dﬁ J‘Wjd‘j&wéuﬁm)‘obw‘bw

A sl s 53 S o SIS 5 i3 S i ol i V-4 S

Al e O3Sk D) ot ahai SO RUN &sle 51w CU Js3le (55, (7 Segment) (s ST e Kinled s

Aol e CU J55k o:;&.a&.uqﬂo.u vy

=  H41g/H51q Safety-Related Controller,H41g/H51q Safety Manual, Rev. 1.00 HI 800 103 E
o  Chapter 4.5.3 Diagnostic Indicators

=  H41g/H51q Safety-Related Controller, H41g/H51q Operating System Manual, Rev. 1.00 HI 800 105 E
o  Chapter 12 : Diagnostic Panel

9.4.1 Information to be called during RUN Operation
Iy s s liL 0 RUN Lo 55 CU &S JSloj s ilie Ol 4 Ol 5 o &2 5 WM glands 5l eslaxal b
@LAQ)L&J}J&@‘))ASJ}J‘\}}S MJ&QW‘)wFJcPJQBW‘w|)‘M‘j~M\—‘\ J}.,\:-J;

AEL o Ol ch.u 4 o id G (golid SalS 05 08 Dlads sluad s 4 dx AL
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Error bit 1...16 Hex Dec Fault type
0000 0000 0000 0000 0 0 No fault
0000 0000 0000 0001 ;| 1 CPU
0000 0000 0000 0010 2 2 CTC (time-IC)
0000 0000 0000 0100 4 4 Hardware watchdog
0000 0000 0000 1000 8 8 Memory fault
0000 0000 0001 0000 10 16 Program crash
0000 0000 0010 0000 20 32 Time-out
0000 0000 0100 0000 40 64 Dev. CTXC/hardware clock
0000 0000 1000 0000 80 128 Hardware clock
0000 0001 0000 0000 100 256 Connection to 1/0 level
0000 0010 0000 0000 200 512 Power supply monitor
0000 0100 0000 0000 400 1024 Address test I/O BT
0000 1000 0000 0000 800 2048 Time delay other ZB
0001 0000 0000 0000 1000 4098 Outputs not 0 on start-up
0010 0000 0000 0000 2000 8192 Dev. CTC/hardware clock can be tol-
erated
0100 0000 0000 0000 4000 16384 Not used
1000 0000 0000 0000 8000 32768 Memory unequal

s e 0L db g e glacaBse o ) et slacy g2 (golAde cdas @) Olosan jsb o lax pas S
Sy Ll edd i a0 cubicle s 45 Lsd e 63l uled Sles LS coprocessor (slad g3l 4 b e (slallas
3 ged 0303 aled AU s F 8628 (X) 5 F 8627 (X) bls | slad 55l
9.17.12 SYSTEM.Errorcode

2 g o oslanal esls & sl 335 w5 420 (gl (errorcode) e ST les
das o Ol el esls OLES US das e OLES | e US SYSTEM.Errormaskl &y V.JM Sy ge s ks e o
d:ﬁ@.a4.3@})5AS.Lil.g&&}Q@\O&Awl.@|omﬁwwwﬁToly@lb-a\S
PADT 5 gslS )5 Uast IS amesies 0 4 (333 ol 5 a0 2 (gl AL ol osls olazst| SYSTEM.Errormaskl.. 5|

9.17.13 SYSTEM.Errormask?2
s g kst & (coprocessor) o315, KRS sladsile slallest (aslis & 3 &S slalle> Error Mask 2

el 3 dsde Sl sl Uast slacy ae samme das o LIS 1 (655 10 sladsile 4 lalkes

SYSTEM.Errormask 2 et it p3lie 1V 0-4 Jydr

HIQuad Diagnostic & Maintenance




Chapter 09: HIQuad Diagnostic & Maintenance

Error bit 1...16 Hex Dec Fault type
0000 0000 0000 0000 0 0 No fault
0000 0000 0000 0001 1 1 Voltage monitoring 3.3 V, ZB1 '
0000 0000 0000 0010 |2 2 Voltage monitoring 3.3 V, ZB2 !
0000 0000 0000 0100 4 4 Power supply 1
0000 0000 0000 1000 8 8 Power supply 2
0000 0000 0001 0000 10 16 Power supply 3
0000 0000 0010 0000 20 32 Fault blanking active
0000 0000 0100 0000 40 64 Fault ZB1
0000 0000 1000 0000 80 128 Fault ZB2

0000 0001 0000 0000 100 256
0000 0010 0000 0000 200 512

Copr. module 1 ZB 1
Copr. module 2 ZB 1

0000 0100 0000 0000 400 1024 Copr. module 3 ZB 1

0000 1000 0000 0000 800 2048 Copr. module 1 ZB 2

0001 0000 0000 0000 1000 4098 Copr. module 2 ZB 2

0010 0000 0000 0000 2000 8192 Copr. module 3 ZB 2

0100 0000 0000 0000 4000 16384 Backup battery on ZB 1

1000 0000 0000 0000 8000 32768 Backup battery on ZB 2
9.18 References

Sl gl s o ids oS sba |, (maintenance requirements) SIS Sbl I S HiQuad S JLIS Jb

255 ¢ 52 (System family catalogue) S JUIS' & fuad 5 (ol Bl ailie on Codlus 4 iy

[1] Programmable Systems, the H41q and H51q System Families Catalog, Chapter 9: Startup and Maintenance, HI 800 263
CEA

[1] Programmable Systems Safety Manual, Systems H41q, H41qc and H51q, HI 800 013 FEA

[2] H41q/H51q Safety-Related Controller, H41g/H51q Safety Manual, Rev.1.00, HI 800 013 E

[3] H41g/H51q Safety-Related Controller, H41q/H51q Operating System Manual, Rev. 1.00 HI 800 105 E
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