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Chapter 1: Functional Safety

1 Functional Safety Overview

Learning Targets
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Chapter 1: Functional Safety Overview

1.1 Introduction
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1.1.1 Safety in the Workplace
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Chapter 1: Functional Safety Overview

1.1.2 Safety-Related Concepts

What are Hazards on a Machine or Process Plant?
Say b whbs 0l (Gizue iy Sy gly (SIS) el e S Lohb oK
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Fault
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1.2 Functional Safety Definition
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1.2.1 Why do we need Functional Safety?

Out of control
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1.3 Process Risk
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1.3.1 What is Risk? : IEC 61508 / IEC 61511
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2.3.2.1 Safety Layers of Protection
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2 SIMATIC Safety Systems

Learning targets

Abbreviations
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2.1  Siemens Safety Instrumented Systems

2.1.1  History of Siemens Safety Controllers
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o Main focus: process automation

<~ Fail-safe or F Controllers

o Main focus: factory automation
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SIMATIC modules
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2.1.4  Configuration example for process automation
G2l )3 Do 0300 SIS lgie i 38 059> 5> el S (sl el I 659 yol
ET 200M/S ¢ S7-400FH WV gua=o o idwo 1) SIS J=ol) SO« Sblosuw az ) LSy Siouln Luwl)

Jraiio (DCS) S @lumaw 0 ay |y SIS (lgi 0 WVgamo ¢l 5l 6s3laiwl b .a2> 0 dil)l
53 (H) > by 55 piudesd o (F) Gl @lgi ples] e gul 3,80 pmaxie Sy -3)S
230 Al ) Cuje paiz Sy ol Cuawl SIMATIC PCS 7 3ul,8 (568 el

10 Gleol g 315l (sl S (sl 3=lg Guwaige e Sy

(AS) PCS 7 (ygamwlogil @imun )3 iadess o ool (5,910 JSiinsy plésl

.(PCS 7) OS (5,55l Lngoli‘w.gl ) oabaz ;LS 3309 ool oo (gilw g pay

ublosl Jol5 goye
$7-300F & S7-400



Siileww Fail-safe J,iiS (gl eiawaw
e

Wlxawo > (safety-related fault messages) (oql @y bgy o B8 sloply ;5595 pledl <

Sy oy iz b a8 lles
GOLAl aigzo (5939 SIS g DCS (0 odbw Sid (5,8 —

§) Controller
Syidine il Su L d)lailuwl S7-400 suilass S7-400FH (slovosisS S (g ,Sw <

.(HWConfig)

anl ju3g0 el 63358 S Sy b i SIL3 iyl paww ,iS1as @y Gilgaws

9 0392 iS5 BB 03565 S S o Sl )5 pladesd o Ghagl o)l gilgs <
g0 (53 Sy Wllaz Wygoa b

35S (63525 e 1 1z (5,50gluS 10 abold S > Blgie |y FH (sloosiiS S

.ET 200S ¢ ET 200M ,Uislw )5 Jgjlo (5oL dlasi L 10 (350,500 Hwl <

(EX) SUjhs gblie ly (ET200M) NAMUR go5 slo g5l shl>
(62,28 el sy F g 5)ltuwl gloJgjle ¢)3g900 aslsl el <
F slodgjle 1> 1w ;> redundancy/diversity ,Uislw ;1 oslaiwl

sedld Hauxid gl (Comprehensive diagnostics) (ausid gel> gilgi hld <

S 9 G

(1002 Voting (ES solo) F JLS.u» LchbLJgjLo Bh) U,»o.ﬂ 8.)'9.) ngLwO)Lg OBl <

PROFlsafe Jl8g,s L PROFIBUS DP 3,135uwl aSuis 5l oslaswl <

il (5WdosLS yiiS
Uiy Sailoww 8




SIMATIC Safety Systems

110 slodgile 9 Ul Glg dge 2l CPU S > 5)lailinl g F aoliy oguw (g, o

g g0 03wl Sl

.)9.w L9_Q_'2.o 400FH g 300F,400F (g ;> )J|9.) ) ‘))b ‘oU BUPUUY- . Ui’9) aS ‘o)l.gr.'> Ui’9) Bh)

Ol ) 3,135kl 110 g 63368 58 b F-1/0 g F 03568 S (gjlwosly alizo slos,laso

Separation of PLC, I/O and Bus

\
\

R B 1/0’s

]

T : ———m
L i T 1o

l Al N N

..\.Q))L,,o

One Bus, but separation of PLC and I/O

A AR AL .

-

N
N

T
X

y
y

Ny
\

PLC

Py .‘““

N

SIL /O 505080 28 LF-1/O 5 F saeSd 18 (g5lwesly il slacs lane N E-Y S

2.10 References

[1] SITRAIN ST-PPDS Cource Document, Safety Concept: Distributed Safety, Siemens AG, 2009

[2] Safety Integrated for Process Automation, August 2014, Brochure

[3] Siemens Forum

[4] Safety Integrated for Process Automation Reliable, Flexible, Easy, Technical Brochure, April 2008

[5] Controllers: Fail-Safe Control Systems (SIMATIC), Kapite 14

ubjoel JolS gaye
S7-300F & S7-400



po Juas

(LD i (ugs doliy) 9 (53505
S7-300F &S7-400F

SIEMENS

Distributed Safety J

Configuring and Programming of

$7-300F &S7-400F with
Distributed Safety

Chapter 3



Working with Distributed Safety

3 Implementing Failsafe Systems with Distributed Safety
Learning targets
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Abbreviations

AS Automation Station or Automation System
0S Operator Station
SIL Safety integrity level
PCS Process Control System
FH Fail-Safe & High Available
SIF Safety Instrumented Functions
RIO Remote 1/0
DB Data Block
F Fail-Safe
DI Digital Input
DO Digital Output
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3.1 Implimenting S7 Project with Distributed Safety
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S$7-400H Fault Tolerant System

4

4.1

4.2

S7 Fault Tolerant Control System

Learning targets
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Abbreviations

AS Automation Station or Automation System
0OS Operator Station
H High Availibility
PCS Process control System
FH Fail-Safe & High Available
RIO Remote 1/0
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4.3 Introduction: Siemens Process Control System (PCS7)
S7- p Gire 3ilyd JyiS @ o gjlwosly sy puien) )38l golz )l
Giwosly (sl a5 ime ol w.ablbie PCST (6,l38l0,5 (5 oo 5l 05laiuwl 400FH
oslaiwlsyg0 13810y Hlas 5l g 3,15 3929 (5laBlaz (5138100 ,lizlw F J,iS aoly

WM elinwy ) aw D (5 loe ¢yl 230 6,90 DCS )l 6luwl (glooaiiS S sy

(Automation System) AS ¢)gawlogil 6wl

(Operator Station) OS (5,551l 6Bl

P390

(SIMATIC Net) OS g AS (5looSiul g 3Ju8 Oliug=s ¢y GbW)l aSui -

Automation [ > A S
technology
- Measurement
- Closed-Loop Con.
- Open-Loop Con.
e HMI
‘Displaying
o (> os
+ ‘Logging
etc.
Communication
technology [ > Bus

Process Control: Automation + HMI +

PCS7 38 JyiiS @iiauan Sy (5)lazo 63503 S ol (slod@iamuylj 7€ JSub

aS >l 0 GMbl S7-400 LJM)I)SIW acgozo SU W (AS) Ogmwlogil olil.m:ﬂ =

9 (CP) aSuus slow,5 ((CPU) OAJ)'L)):; LsLa)dgjLo/dgjLo‘(PS) i gloJgjle Jolin

e J5i5S g (6525651351 (AS @iaun adubg .l (RIO) (,29,5/(539,9 sloJgjlo

Al oo U adl> g aiuw adls> Ojygoa a9 (gl el

ubjgel Jals gare
S$7-300F & S7-400FH



$7-400H (glas i Jexi @iauiw
T

2280 5l gyl asgi 9 30T (55l (s par sy (6 T9elS oyl Sy 0S Eiaun ©
l> 0xge 1 1) o5l @ T Linled puizes g 28 sloe,VT g (s3uld (sloyiel, b

) 0S g AS (sloeiunm 9 Mud Glisgad o 0315 bLS)l yiam b Silogw aSud ©
S el VU olisebl culilél
43.1  S7400 Automation Systems
Lo Jg5lo ()l -3 o0 JuSuii S7-400 CPU slo Jg5lo | (AS) (ygumlogil 6Bl (53S yo s
Lo A LB £99,lez ) ST (5)lazo o

¢ 400-CPU sl Jg5lo o (Standard System) AS400 5,135 Guwl 63558 (68 o
g0 GHRUJWR R G0 )

(fault-Tollerant or Redundant System) AS400H ()5 i Jexd 03iGS S

@y 400H-CPU sloJgjle o iime AS400-FH ()3 )5 (ool 9 pldesd el o
¢F-System 138l 0,5 ol o
)38l olyad @y 400F-CPU slo Jgijle wlwl i (Failsafe) AS400F oiiS S ==
¢Distributed Safety
Golwosly cubld aS s )l 6lwl cMbolay Jgose CPU sloJgjlo ¢Jgl aiuwd
5 Lg)b_élg')\.'zw Oygoa Colaslg, Lg.)u.J)S.,u Cubld aS 35Guws 400H (gloCPU (09D (G W
515
H-CPU slogile ploo (g 30w bl 5l odgib 0 Zybo FH glgic b aS g (5w
Fail-safe «)qu0ay (F-System (5,138 0,5 a5l 035wl b )18 aoliyy aS ciglal ¢l b s
ol 95 4o @) aS 3g e 03wl ole T, )5 FH lossisS xS 590 (5)lwosly
Fail- &9 CPU sdgjle ‘o)l.g.? G b o 5L (F) w2l g (H) «VUL LS)JAJL)U)MUD )M

0j6> 6l Lol ol 3,5 )5 Vgase aS .aiblbe F laisla L Safe fecj
3950 05wl (Factory Automation) a5l5>)1S (gumwlegil =

G i fens (5looxiiS )i
S7-400H




S$7-400H Fault Tolerant System

CPU dgjLo ¢ S Loow LJ)-’-‘S 03|9Jl:5 QUW dcgoxo > aS )9.») a>gj 1asSy
(SLCDCPU L’)Lo.cb FH (i &SJ U.L‘o| Ao E§|9).) .))DJ >g>q FH L')|9.1.C L) L_g)|}é|umu" >

g0 (5350, F-system 1381 0,5 g Fail-Safe GusuwV b aS Cuwl Gadog) H (5

AS-400FH AS-400H AS-400

ST-400 0 itino Oomwlogil @iaumw Elgil 1V -€ JSuis

4.3.2  AS-400 Standard Automation System
2> 9 0392 CPU Jgjlo Sa ghl> Lgid (AS S c(gain,Sag 2l o 23)l35biunl G gawlogil @l
Ao .39l 0 odiwl bl (53L0 (H) U (g i mbswd) daxiw a aS (lody,ls
lgl aS >9u azgi g -aiblbise [)ls | PLC Wygoay (5350,50 CalilB (g o2l glodgjlo
aS (5w oyl CPU loJgile -3)S (g3iu,Sus PCST (s koo 15 Ulgine |y bog)l i (solass

Wl y; slodde Jold 355 (630,50 PCST (g)laze )5 ¢lgie

Standard CPU Modules

v' CPU 414-3 DP; CPU 414-3 PN/DP; CPU 416-2 DP; CPU 416-3 DP; CPU 416-3 PN/DP; CPU
417-4;

ol o,\.qu FHPaI |) .))|.).JL'1.w| AS-400 USITEUW LSJ LSI}'?l g o SOV

ubigal Jal5 goye
S7-300F & S7-400FH




$7-400H (glas i Jexi @iauiw
>0 0

Communication
Racks I processors (CP) I
_ Universal rack (UR 1/2) “oomtoPont
for use as CR and ER ’
. CP441-2, 2- channel
- Extension rack (ER 1/2) - Networke
- Segmented central Profibus
rack (CR2) Ethernet
i i
Power supplies (PS) I - ' Signal modules (SMI)
-DI/DO 32,16,8
- AC 120V/230V, 4A/10A/20A channels
-DC 24V, 4A/10A/20A - DO wit h relay output
CPUs -Al/AO 16,8 channels
é - diagnostics-capable
CPU 412-1 modules

Function
CPU 413-1, 413-2 I
CPU 414-1, 414-2, modules (FM)
CPU 416-1, 416-2

- Counting
CPU 417-4 - Positioning

- Closed-loop control

3133l SAT-400 eikunnss Sy (shil W - JSiis
4321 S7-400 Racks

Abioe gl L5)|i§,gl_? e S) E9 aw gl lizo glo,lSlw gl S7-400 ol

= CR: Central Rack
= ER: Expansion Rack
= UR: Universal Rack

aSwd s Jgjle 9 CPU cua gl Lpii (Main Rack) (el S ¢lgpcas (CR S, —
GRS 0> S, 9wl el cuad S gl Ulgicar Gl 9 d9e edlaiul
CR &) .55 ,1,8 oslatuwls)ge lgises Expansion S, lgicas (Multi tire) ayVis>
Abe C g P b 93 0 b
g5 9 g0 03wl 1/0 (sl Jgile wuad Cag> Expansion S ¢lgicay hdd ER S, —
Abe P OS)K L b b
93, 5hI> UR S 594 50 635l&iwl Expansion ) g (el S) lgicas UR S, —
L,uaJdJLQ S) ol 9y 2 FM g CP /0 sloJgjle adS 13 .oubbise C g P b

» UR2: Universal rack, 9 slots, not suitable for redundant Power Supply Modulesm m
| [ [ | [ [ |
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V V VYV V V V

and redundant PLCs

UR2: Universal rack, 9 slots

UR2ALU: Universal aluminum rack, 9 slots

URZ1: Universal rack, 18 slots

UR1ALU: Aluminum universal rack, 18 slots

URZ1: Universal rack, 18 slots, not suitable for redundant power supply modules

UR2-H: Central rack, 2*9 slots, split backplane bus, suitable for compact configuration of standard

» URILALU: Central aluminum rack, 2*9 slots, split backplane bus, suitable for compact
configuration of standard and redundant PLCs

9> o) Ulio| UR2-H 6) )g.wu.o osleiuwl UR2H (_.;Lcmj) )'| H (SLQ)W (5')‘.’ ’Ug,o.go

iS55 G (5l aS 3S Lo il @Ml 9 b Colxslag, @ )goa | STAOOH ol

9 URL &8> S 95 b lgie 1) ST-400H wlimmw aS g azgi . Cuwl cuwbio 20l 19

Rack

P bus

' K bus

/ I expansion rack !!
UR1/UR2

Segmented rack

1to 4 CPUs
(for symmetric multicomputing)

Pbus
segment 1

P bus
segment 2

/ K bus

2 PLCs with different operating modes,
communication between the CPUs
via common K bus

4.3.2.2 S7-400 Rack buses

3 (63045 35 UR2

Can also be used as an

CR2

Expansion rack

P bus

ER1/ER2

S7-400 ,5 S, glgil ¥ -F JSu

23,15 5929 (P& C) (b E9 9> S7-400 oS (59, »

)5 03 1, 110 lo g5l g CPU ¢y 6315 (JoL5 wb ¢yl :10Bus L P-bus 05,35

ublosT Jal5 goye
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a 110 Wldec g 336S o Joc (huwyda g 6590 (J=d DP Master g> o IM153-2 HF >
1330S (50 W)guo 41 g
g o 63519 Jled IM JUIS I LgsS o399 t(Reading inputs) (g39,9 wil,8 —
9 S0 8L ;> JUIS 95 o Jawgi 031> ((Writing outputs) e ,>g,5 (yikig
giie Jll louzeys a4y Jlad IM JUIS Sl Lo
4.6.7  Profibus PA Connection to H System

CPU « ‘O.)..QJ.M J.u|9.)b,cu Profibus PA U.ub 9y M 1/10 Lglmdb.i.wu S7 Lng)rcu.u.uw Jh)
6l 2250 )90 DP b @b 5l Gl ol bzl @ Juasl 13 .ogiis Juasie
90 0 o>l&iwl (DP-PA Link) IM 157 J:u.u|9 dgjLo )’l )LS
< |M 157: 6ES7 157-0AA82-0XA0
< Bus module BM IM 157: 6ES7 195-7HD80-0XA0

PROFIBUS DP [

|

2 xIM 157

DP-PA link

Homs ¥ s

H o @y PA i Sy @b | PROFIBUS PA Jlasl :1P-F Sl

4.6.8 Y-Link
oS 390 03l Liley Y-Link Jgjlo -l DP-PA Link silas Jgilo ol S
6101,y biG8g, aSul Sy ay 1) (JUBS S3) wilailag) jue DP aSud S paolesy
r°-‘-‘5 d*"-"-b (dUIS 9-‘)

G i fens (5looxiiS )i
S7-400H




S$7-400H Fault Tolerant System

= Y-Link: 6ES7 197-1LB00-0XA0
=  Bus module BM Y-Link: 6ES7 654-7HY00-0XA0

Redundant
automation system

Imk
IM 153-2 with ET 200M

e g

5 Connection of non-redundant
ml . . PROFIBUS DP devices to
L | | Y-Link with DP bus redundant PROFIBUS DP

redundant PROFIBUS DP

Y-Link Jaawlg b 51 ilxilag, DP aSads Sy ay S5 DP aSa Juail :WP-€ S

4.7 References
[1] Siemens Manuals
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$7-400-FH System Configuration

5 S7-400FH hardware Configuration
5.1 Learning targets
DL ) Eobe Joli bad ol slgizxe
A00FH (eluman 2 o 0592 S Sl 9 winyei
400FH @l )38l (g3 S ©

S7-400FH ;5 1/0 el <

10 (sloyi0lyy a9 (53i,S

5.2 Abbreviations

AS Automation Station or Automation System
0s Operator Station

SIL Safety Integrity Level

PCS Process control System

FH Fail-Safe & High Available

PCS Process Control System

SIF Safety Instrumented Function

RIO Remote I/O

ubjgel Jals gare
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S7-400FH (i elausan (530S
.

5.1 LBAIMING TGRS ...ttt b bbbt e e bt bbb 1
5.2 ADDIEVIALIONS ...ttt bbbt 1
5.3 S7-400 FH System Structure / MOAUIAIITY ..o 3
5.4 S7-400F/FH Main COMPONENTS ....c.veivieiieieiieite e steesteeieseeste e raesteaseesseesteeneesreesseaneesseeseeeneeans 3
5.5 S7-400 FH Station CONFIQUIALION. .......c.eiiiiiieiiiieie it 4
55.1 2 Ty o (=T oL SO S 5
55.2 Configuring Remote 1/0 (Profibus Slave 1/0) ... 11
5.5.3 Configure Redundant 1/O ..........ccooe i 13
554 Redundant 1/0 Parameters SEtting .........cccovvirieieneie e 15
5.5.4.1 DI Modules Parameters Setting: Discrepancy Error.........cccocvvveveiicvveveciieseennnns 16

555 Setting H CPU PArametersS ..........oouiiiiiiiiieieiesiesie sttt 17
5.5.6 CPU and F Program Password: Access ProteCtion ..........ccccceeveveeveevicsieseesee e 20
5.5.7 S7-300 Fail Safe Modules: F-Signal Modules for S7-400FH...........cccocoininiinnnnns 24
5.5.8 S7-300 Fail Safe Modules Specification...........cccccvevviieiieeiice e 25
5.5.8.1 S7-300 Fail Safe Modules Architecture (SAMPIE) .......ccoovveririiiieie s 27

5.5.9 IM Module (ET 200M) for F-signal modules ...........ccccccveieiiiieiceiiececc e 27
5.5.10 SATELY PIOTECION ...ttt 30
55.11 WHEL IS PL LEVEL ... 33
5.6 Redundant /O WIKING ......ccuiiiiiiiiiiieieiee e bbbt bbb 34
5.6.1 Fault-Tolerant Digital INPUt WIFING ........coiveiiiieiice e 34
5.6.2 Redundant Digital OUIPUL WIFING .......ooviiiiiiiieicie e 35
5.6.3 Redundant Analog INPUE WIFING ......coveiiiiececc e 37
5.6.3.1 Notes on Connecting Hart sensors/actuators in redundant mode............cccccceevennnne 38
5.6.3.2 TOIEranCce WINUOW .........ccoeiiiriiiiiinieieesie ettt 39

5.6.4 Redundant Analog OUIPUL WITING ...c.veieeieeiecieseeie e 40
5.6.5 Integrating of Redundant 1/0 in to the USer program ..........ccccceeeevveveveneiesesesenes 43
5.6.6 Redundant qUaITLY SEAGES .. ...cveeieiire st 44
5.6.7 Reliability Of MOUUIES..........ooiiiieciee e 44
5.6.8 Direct device interfacing via fieldbus with high safety and availability .................. 45
5.7 REFEIBNCES ...ttt 45
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S$7-400-FH System Configuration

5.3 S7-400 FH System Structure / Modularity

Oloje Vlgize O I o3kl b aS . abbe LrSyT el Sy 400FH )5S @l Sy
= (SIF) Fail-Safe Su=>V g (DCS/PCS) Susud (J,i6S wadl> sy 5)lasliwl SusV
S7-400H 63555 1S Sy )38 cBuw 13 .5)S Gé=o |y SIF @ pgwgo ol (ol (sloadl>
400FH (gumlogil @i ;5050 beay 3 aid,S ISy wlgi0 ESD g DCS iuds 9> >
Abbso (Fail-Safe) (212 5> el i So g (H) (b3 siadesd el Sl Sy
2=>ly Ogamwlogil @i S )3 1) Giaul (5,818 9 Vb (5 pdawyiand )5 (ST-400FH (5)lo=o
e E95 2l )3 Sl pdadesd oS il ) Glenl Ba> b aS(s ) 9bay . 38S 5o S )5
2l @ ¢l 3,8 e W)guo PROFIsafe JSGg,u wlwl 0 110 loJgsle g CPU (¢ 031> b))l
215 3929 iy S by az,LSs WolS J)iS et S5 dlagl oSl @S cunl ise
9 (532,50 «OlwSy 3, l0bwl )l Sy 5l eslaiwl b plgige |) F g H aoly 95 4 aS(g,gbay

135S 50 03910 1) 05 ranl Wlell ST-400F/FH el 3,5 augidel

<~ Safety Requirement Class: SIL 1 to SIL 3 acc. to IEC 61508

<~ Category: 2 to 4 acc. to EN 954-1
<~ Requirement Class: AK 1 to AK 6 acc. to DIN V 19250/DIN V VDE 0801

Tool

(SndudIOS(EHON| i Faios (r2oom

‘Standard-ProfibusDP + ProfiSafe Protocol

54  S7-400F/FH Main Components
3L 0 425 ol adlie aw Jolis ST-400 FH el Sy

ubjgel Jals gare
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$7-400-FH System Configuration

o MTBF of a central processing unit: 15 years

o MTBF of an I/0 module: 50 years

5.6.8 Direct device interfacing via fieldbus with high safety and availability
o0 Gl 1) FH glesy,lS ;5 PROFIBUS PA (alise (33,5 sloig, FP-0 JSu
Redundant ) colsslag ) gloyig) 5l eslaiuwl (g, - JSWb g 3136wl JLasl (g, - ol S
safety-related (glo>,)lS (g lwosly g, ol 32> 0 (Wi |) adl> (s5edgug5 Su L (routers

S o Joh)l s 3,135t (g le=e @ s | fault-tolerant g

" S7-400FH controller ST-400FH controller

PALink
2003 1oo02 1o02

i1 88
1 A
DIML‘JwIil;m—;‘;T

Profibus PA (gl 5350 S (5)leo -FP-0 (JSW

PA Link
with redundant PA couplers

AFD AFD AFD

BPROFIBUS DP

—
=
—I

| PROFIBUS

PAring (¢ lexs —

profibus 5135130 ) CieSaw 93 @y PALINK yig, (§uyb ;1 aél> (559)9195 L PROFIBUS PA aSiu
active field) AFDIS g AFD8 (AFD4 Julwg g0 (Jaie S7-400FH 635uS S U
2S aatio PROFIBUS PA asl> ;o 1) 6w W) JiSlas a5lgi o (distributor

)2 M @ S7-400H eluwauw > 1/0 sl Ju (GNP OGAS 5D Yy OleMbl (gl

.d9uw q.g?b.o
SIMATIC Fault-tolerant systems S7-400H, system manual, S7_400_h_en_en-US.pdf, 2014 version
Chapter 13.4.1 Signal modules for redundancy
5.7 References
[1] Configuration of Redundant 1/0 Modules in PCS 7, Application description 10/2013
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Hl B B EEEE BN B E Bn
o e A .
T dibjosT Jal5 gays

LT 1 45
(1™ ] S7-300F & S7-400FH



N & | 9
GLlS U ugi doly

F System

F-Library

@ Faisafe Blocks (V1_1) -
F-Control Blocks\Blocks
@A F-Simulation Blocks\Blocl
F-User Blocks\Blocks
ft F_20UT3 [FB305)
T o—{ST_PASS_ON I F_aBS_R [FB325)
-S-DA1A - ACK LTI . ft F_apD_R [FB321)
ACK_RED B0 . fF F_anp4 [FB301)
—fF F_avEX_R [FB331]
. fF F_BO_FBO [FB361;
..... ff F_cH_al [FB379)
£ F_cH_DI [FB377)
~fF F_cH_pO [FB378)
-~ fF F_cTup [FB341)
—fF F_cvc_co (Fe3ss,
- fF F_DV_R [FB324)
-{F F_F_TRIG [FB347)
-~} F_FBO_BO [FC303:
% F_F_I [FC305)

-~ fF F_FR_R [FC304]
—fF F_FTITI [FC308)
-4 F_LLFI [FB369]
...... f F_UM_HL [FB314)
1 ﬂ- F_LIM_I [FB350]
—fF F_uM_LL [FB315)
-~ fF F_UM_R [FB329)
—fF F_umM_TI [FB345)
~fF F_Maxa R [FB326
fF F_MID3.R [FB327)

—fF F_MIN3_R [FB328) F

Certified (TUV) Links are structs
Function blocks

Implementing User Program with F-System library

Chapter 6




Working with F-System Library

6 Implementing User Program with F-System library

Learning Targets

F-System (5138100 duwy =

S7-400 FH @l )3 F aoly )lisle =

F aolyp (g lwosly sloSW Gluls L,ls =
F aolyy dglil> g Julols =

F-Shutdown g F-Runtime P_@Lo_o g

F low,S > Regeneration g Passivation @

Abbreviations

AS Automation Station or Automation System
0S Operator Station

ES Engineering Station

PCS Process Control System

FH Fail-Safe & High Available
SDW Safety Data Write

MOS Maintenance Override Switch
RIO Remote 1/0

F Fail-Safe

HMI Human Machine Interface
SIF Safety Instrumented Function
SIS Safety Instrumented Systems
CH Channel

Al Analog Input

DI Digital Input

e ubjosl JalS goys
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6.1.1 Installing the S7-F SyStems PaCKage ..........coeriiriiiiiiiiiieieieie e 4
6.2 S7-400FH Program STIUCLUIE .........cocviiieriiiiiiiesie et 5
6.2.1 CPU-SOftWare ArChITECTUE. ..o 5
6.2.2 Safety Program EXECULION STFUCTUE .......c.ooiiiiiiiiiiiiesie e 6
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6.4.10 IEC_TC: IEC pulse and counter BIOCKS ...........ccooeiiiiiiiiiiieee e 41
6.4.11 FIP FIOP BIOCKS ...ttt 42
6.4.12 MUIEIPIEX BIOCKS ...t et 42
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6.10.1 RUNTIME GIOUP ..ttt bbbttt bbb 64
6.10.2 Run Sequence Of F-DIOCKS..........ccoiiiiiiice e 65
6.11 F_SHUTDN & F_STOP CONCEPL ..ottt 66
6.11.1 F_SHUTDN FUNCLION BIOCK........cctiiiiieiieiecie e 68
6.11.2 F ST OP e 71
6.11.3 F ST OP ettt b et nae e 73
6.12 Fail Safe Program SPecCifiCation ...........cccoveiiiiiiiecie e 74
6.12.1 Rules Governing Program STIUCTUE .........ccuiveieienieiesiesiese e 75
6.12.2 Channel Driver Block: Behavior on F-STOP ........ccccociiiiiiiiicnieee e 75
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6.1 F Systems Software Overviw
aS . Cuwl oaubdil)l (5)|)§|ro).3 Ay 9D (S7)SSloww (glPLC L F aolip L_g)’huo.)Lg.;g sl

Sl e

9 300F (5w CPU (slo Jgilo o (Siiue al5)S (yguwlogil (gl Distributed Safety asoww o
¢400F
¢S7-400H (g, CPU sloJgjlo p (Lo .LUT)B Ogwlogil (gl S7 F System aowws <
6.1.1 Installing the S7-F Systems Package
)|}é|‘o).3 Qo il S7-400-FH (i 33ul,8 (J,56S 0592 (gl F anlypy SO sylwosly sy
. F-System )|}é|‘o)3 o iwlg o031 ..).))§ s (ES) awdigo yigawelS (g9, 0 F System
200 1) slaoly Jolds abuw ¢l .3l 6.2 aduws Yol Jlw U

e S7F Systems (V6.2 Upd1 last version
e S7F Configuration Pack (V5.5 SP13)
e S7F Systems Lib V1_3 (SP2)

Lo s Dlge Jolis waige Eliumw )3 uad sl F abuw SLoginy

& Onthe ES

« STEP 7 V5.5 SP3 or higher

« CFC V8.0 SP4 or higher

« Optional: PCS 7 V8.0 SP2 or higher
& On the OS (for S7 F Systems HMI)

« PCS7V8.0 SP2 or higher

« For off-Line testing

« S7PLCSIM V5.4 or higher

F system, HMI Package

S7 F Systems HMI oy il 391050 03kl MOS L SDW ;! 5l 659,50 50 aS ()90,
9 SDW ¢ubl8 .5g. wuai OS yiguelS (g9, Safety Matrix Viewer V6.2 SP1 aluws 9 V6.1 SP1
XS o eol)8 OS @luuw I Safety 30 )3 |) F-CPU (gl o)l g F juio U ,uusi (Sl MOS

e SDW: Safety Data Write
e MOS: Maintenance Override Switch

alulis L )5
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Working with F-System Library

6.2 S7-400FH Program Structure
6.2.1 CPU-Software Architecture

3luluwl g F SazV 9>y lojpo ly=l @ ;58 S7-400 FH Pl SO V-7 S (olbo
b o SuzV EP 9> 51 JSwiso FH le_cb‘o.,\.m.uu 33 S7 aolip Su 13 .3l 50

3,356l gloSW b ssdainng SuzV

¢F-System L5 US 2ilgs 5l JSuisio SV
L aS .3bb,e FB g FC (sloSW I (JSuwiio S7-400FH 61555 ,56S 5> aolp gSu)i).)u)b.ccb
Syl az LSy Wols Oygoa d)luluwl loSW g F-System alulS sloSW i oslaiuwl
3lbwl (gloSW I 1a> (Runtime Groups) (o=l (_gl_cb09)§ 0 F glosSW .a0gdb 0
oreal 0315 Jold Givg) S ST aeliyy 3)lastil (s 9 F Gide G - Vgibioo b2l 9 (5350500

LJJ.X.u GL(D&SM.) )'| F MU).; 9 _))|_xjtiAu| U.u.‘).) O 031> LJLO.u| LSl):’ OpxoD ._))|_) dg>9
g o0 03wl F aslsulis (Convert)

3tandard- F-User Blocks F-Control
ser Blocks
Program F-Standard- F-System-
blocks blocks
Program Program
execution execution
ICommunication Self tests
Safety-relevant sections of the operating system
Standard- hd P Iy
Operatlng Sy5tem F-Access protection| | Safety-relevant Safety-relevant
System Func. Calls Self tests

S7-400 FH o iiwo a0l S lislw -7 (S

L Gawgiaely Gob jl Lo SIF gloasl> SumV (g lwoesly S7-400 FH oluwgw SO D

g (gl aS Wygo ol @ g e plosl CFC Siulug 5> F-System ailuliS (sloS\
O)l> SO 215 )5 ) oyl g Wil 1) loSW F-System a5l3ulis 1 0,8 130l F aely S

e ubjgel Jol5 goys
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Standard user program Safety program F library
(0B 3x : ) (’I;mtuﬁ chart hYd 0
F-ASG 1 FCYC CO| 4 F~control blocks
F-ALG 1 — Automatically inserted F
- blocks
L]
F-ALG x
[ ]
:
F-ASG x |~ F-user blocks
Ready-made F blocks for
Standard connecting F /O,
runtime group i communication, data
: L conversion, etc,
L]
[ ]
N : ,x VAN J

ST-400FH > iaul 4ol Sy (sha! (5 lo=o ©h,SLS -F-§ JSui

6.3 Implementing Fail-Safe Program with F-System Library
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6.4  F System Library
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7 Wiring and Voting Architectures for Failsafe
Analog Input Modules (F-Al)

Learning targets
) aolg> S 1) ) loblgi 635lgs> Juad (il asllao I G
SIL a.b.w S (liwd gl SgJL)T 59,9 o JLE alio WVlall =

S7-300 F Al le.(bdgj[o Jp) Fail-Safe LSL(DLS)LQ_QJO Gjbuuo_)Lj,‘g =

Abbreviations

AS Automation Station or Automation System
0s Operator Station
PCS Process Control System
FH Fail-Safe & High Available
HART Highway Addressable Remote Transducer Protocol
RIO Remote 1/0
F Fail-Safe
MTA Marshalled Termination Assemblies
PFD of Probability of Failure on Demand (PFD)
CFC Continuous Function Chart
DEST Destination
ADD Address
SIL Safety Integrated Level
DI Digital input
Al Analog Input
L,
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1.2 F-Al Architectures
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11.3  Protective & Clean earth
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8  Evaluation Architectures for F-DI and F-DO

Learning targets
50 25 Olegdge o il a ad ol
Failsafe (P \Szg)_) dL.u.?J.) U?9)5/L539)9 L_chdelS lixo (Sl_cb(_g)igw )

F-DIO LSLQ)LJ95L‘° L SIF LgLQ)cUil> LSI)'? Fail-safe LgLQ)Lg)Lo&A szh»b)Lg,g _—

Abbreviations

AS Automation Station or Automation System
0S Operator Station

SIL Safety Integrity Level

PCS Process control System

FH Fail-Safe & High Available

RIO Remote 1/0

HFT Hardware fault tolerant

DC Diagnostic coverage

SFF Safe failure fraction

EUC Equipment Under Control

FSK Frequency-Shift-Keying

SIL Safety Integrated Level

DI Digital input

Al Analog Input

MTA Marshalled Termination Assemblies
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1.2 Functionality of the application example
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1.4 Properties for the fail-safe digital input module
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* The representation of NO contacts matches the module labeling. Usually, the sensors must be
equipped with NC contacts in order to ensure the safe state of process variables.
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2.  Hardware configuration and wiring of one sensor (1001) and
one F-DI (1001)
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Evaluation Architectures for Failsafe
Digital Inputand Output (F-DIO)

SF: Group fault

gy «Jojle ,> <8 3929 Wigwo )5 g 639) System fault iso a

-390 (0

SAFE: Safety mode
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09 Safety Matrix

Learning targets

9l Jsile parme
Ghadl G sile JSiinlg s =

el o ile (g3 S =

real pasile 39lil> 9 JololS (ungiaely =

Abstract
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03 by, ANSI/ ISA S84 (safety lifecycle) ool yoc asy2> )5 aS 1) ago J=lho jl (5, buw
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Abbreviations

1002 1 out of 2

2003 2 out of 3

AS Automation Station or Automation System
CFC Continious Function Charts
CPU Centeral Processing Unit

ES Engineering Station

ESD Emergency Shutdown System
FH Fail-Safe & High Available
0S Operator Station

PCS Process control System

RIO Remote 1/0

SIF Safety Instrumented Function
SIL Safety Integrity Level

LOPA layer of protection analysis
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9.1 Cause and Effect Matrix Methodology
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9.21 Safety Lifecycle Integration
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9.2.2 Safety Matrix Software: Product Overview
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B afety Matrix
Safety Matrix Engineening Tool WE.2 SP2

<~ Safety Matrix Engineering Tool 5 afety Matris Yiewer YB.2 SP2

<~ Safety Matrix Viewer S afety Matrix A5-05 Enginesring 6.2 SP2
[C715afety Matrix E ditor

<~ Safety Matrix Editor [ 5 afety M atix Editor VE.2 5P2
[ Tools

& [] Automation License Manager V5.3

il LB Wygo aw @ W9 S Golbo Hli8ley duw el 8890 j9S3e il aw
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Safety Matrix
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- - Safety Matrix 45-05 Engineering
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Safety Matrix 138105 s (gldaiy;S -9 JSui

https://support.industry.siemens.com/cs/ww/en/view/101509838
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Safety Matrix

< Safety Matrix Engineering Tool V6.2 SP2 Installing...
9 Safety Matrix Viewer V6.2 SP2

@ safety Matrix AS-OS Engineering V6.2 SP2
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9.3 Getting Started: Configuration

931 Creating a New Safety Matrix
G2z 55 oo )18 (Matrix) Lug yile s Sy > Cause and Effect Su=V (Step 7 659 0 S >

031> JUEI CFC @)l Sy oy Wyl Sy JSib @) g (53555 abgyro SuzV o > S
&blei Jolw Qoo )ISlax> L 1) effect >acIVA g cause >acIVA U oyl G ybilo o 5g0 50
3z bzl g skl 02565 J S ahdls Cud)b sy 0205 568 S S o iy
S 5o Sl ol o il

9.3.1.1 Step 1: Adding a Matrix object to a Project

35S Jee lgise hg) 93 @ (Logic Matrix1) (sl (o yile S dloul (gl
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1. Open the project in SIMATIC Manager.

2. Navigate to the S7 Program folder within the project.

3. Right-click the S7 Program folder, and select Insert New Object >> Matrix Folder.
A matrix folder will be added to the S7 Program.

Zg_i_SIMATIC Manager - [SM_ISA {Component view) — C\SIEMENS\STEP7\57Proj'\SM_ISA]
EPFile Edit Insert PLC View Options Window Help
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E.I @ hll-l-’--.
(@) Soun  Cuk Crkex
€y Bloct  Copy Qi !
Fﬂ Chail  Paste Cerlsy
| @] Matri
@ [§) CPU 417.44  Delete Del !
) Hf CP 443 Tnsert New Object
i CP 4431(1) = pre ~f el d
Chart folder
Run-Time Properties. .. Text-dbrary folder 4

SIMATIC PDM »

|
Ollasd L sk . 1. 1

S7-Programs aulgy 5> Matrix gy slel -9 S

4. Right-click the Matrix folder, and select Insert New Object >> Matrix
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Do o i
1. Open the Project in SIMATIC Manager.
2. Navigate to the S7 CPU within the Project.
3. Right-click the S7 CPU, and select Insert New Object >> Matrix.
A matrix folder will be added to the S7 Program and A matrix Created whitin it.
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Matrix1 o8 o ol J215 )5 ¢ 63ubadlsl Matrices oLy CPU dcgazo,s 55 divgy Sy, ¢l b
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9.3.2 Safety Matrix Editor Overview
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<~ S (set stored)

<~ V (override) or R (resetable override)
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94 Configuring the Safety Matrix Logic
94.1 Adding Causes
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9.7.7 Password for safety program

Dgd e plxl o) loyd gio (Gayb 51 SIMATIC Manager 6,250 ;> F ol (5l o) o ,<5

SIMATIC Manager >> Options > Edit Safety Program

When Password requested?
ORbilumg 2o pise Caclw So 6l H9ue jo) Famoe 39,9 51 g Faoliy auyiaws jezxo
5L Su 4y 330 joy 39,9 S Ly (bl il jo) 39,9 @ jl aS eladl e b Glojwae

g0y b F aeliy o) Hloj )il plgie il 4o )5 50u 0 3320 @alaid )50 diclwS,
)5S 9%l 2

.S 5o ;b Edit safety program oy 05 o jl 130l )
SIMATIC Manager >> Options > Edit safety program

SadS Logout (59, » 03:5L 0,2y ) g 63,5 SuUS Password aeS> (59) 2 upw -V
S0

g0 Cunlg)d )5 51 F aely jo) 25 gSlge 5o

ol G yile SO s Lwlwl Wlhui 0,053

(Safety Matrix to safety program)  sieul aolip @ (sl o yile JWl <

szl aoliy ) wlhusi JolwlS <

wodl Aol ) Wliuei dglily

W el > Secure Write (g0 ,b 1 ol Gu yile (59, (5,951 Wlidac (gl £, —

el Wl 03)S Jledd g Jlo8 <

9.8 Safety Matrix Library

Rainlyg buxe 53 g oasiuas i abgyye S Safety Matrix (51391 0,0 dliuw uas b
lido loog)S )5 loaslulis ;305 sl GSLLS (ul lSW 58,0 yolb CFC
SV gilwesly jd lSW opl jl el 395> Jgamo job ) Cuwl oabgaiaiw

A5S 0 03wl CFC > (ieol G yile

ubjgsl Jol5 gars
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el utyile b 1S
.

-l SafetyMatrix Lib (V1_3)
128 SafetyMatric_Failsafe\Blocks
- & All blocks

- COM_FUNC

- F_CTRL

Q F_Matrix

-4y F_USER

=B8] SafetyMatrix_Fail5afe\Templates
[@ F SM_PP_E [SM_BOOL_Default]

iaal G yile (glacS\y aslglis -09-9 JSui

9.8.1 F_Matrix Family
9.8.1.1 Safety Matrix message block F_MA_AL

SW - 2ubbe O @i ay Loyl JUil g Giegl Gunyile slo by 3dsi sl @ VT SW )
Abe S Rl b bbie 9o el 0S5 Giedl G yile SO sl oS e SISl
699295 Wyl J215 5 aolip a Greal G sile JWGT 51 Gup )5 595 9000 F_MA_AL SW
6225 OF Glo29,5/(539,9 § 02z ,d hedl punyile pb o W)l > 28lg AL_Chart
-390

2 FailSaf_MP (Plant View) - D:\Projects\Practices\FailSaf\Fail_MP

E--@ FailSaf_MP ESD-102 - Matrix
2B Faisal_Pi N
Fe-{_7] Shared Declarations

Plant

bl atris 'TESD-102" — SM CHG
MatrixSI

1eg0— MtxVersi

B
Functionl
- Failsaf Lib

16#0— MajorRev

0— MinorRew

Ghodl G o Sy VTSI -9 Sy

. .. eope

o ple sl «SW ol Gyl 0,y )> Create Block icon S 83> Wjguo > 1ahST :,]
9800 Sl oSl Sy eyl

3950 Mlg (BSD-102") ol L yile oU (539)9 02l 53
u [ | m E N
[ [ [ ] H B EEEE =N

el g yile L)
S7-400FH




Working with Safety Matrix

MSG_LOCK

Sgbe Jledpe bply skl o9 0315 1 jlade (59,9 (ol @ aS g0,

9.8.1.2 Cause Message block: F_SC_AL
F_SC_AL SW Sy 15393 wjguoas Cause S, juw 0,2y ;5 Alarm Palcing aigsS (53,5 Jled b
29 6l 0S (JolwolS 51 G g0 2, Cause o (sl AL_Chart (595,595 W,l> J>Is >
g0 ol 55 (HgSul Sy SO Cause
3 50 d)lg (‘LS101°) Cause rol.:v 6299 o2l w
9.8.1.3 Effect message block F_SE_AL Block
F_SE_AL S U, 5593 W)jguoay (Effect Sy 0,20y 55 Alarm Palcing aio 33 (53,5 Jled b

22 sl 0S JolwolS 51 Guy o9 e & )> Effect yo (gl AL_Chart (595,365 W)l J=I> )
g5 50 Sl 5 (9ol SW Sy Effect

9.9  References
[1] SIMATIC Industrial Software Safety Matrix, Configuration Manual, 06/2015, ASE33216084-AB
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$7-400FH Communication Principle

Learning targets
Db Go ) Gl Jolis Juad ol slgizxo

S7-400H Lchb‘o.a.uu.w O ol aSiuh wlikeo LchbLg.)..u)S.u =

H ol @y 0S el wolaslag, Jladl Lg.)uu)iu -

H oluuww ey HMI LScholiIi.w.) JLail calizxo LchbLg.).u)S.u =

Abbreviations

CCR Centeral Control Room
UCP Unit Control Panel

AS Automation Station or Automation System
0S Operator Station

SFC System Function

PCS Process control System

FH Fail-Safe & High Available
OB Organization Block

RIO Remote 1/0

EUC Equipment Under Control
SFB System Function Block

oED ubjooT Jal5 goye
T oo $7-300F & S7-400



S7-400 H/FH @iuusaw 5> S
-

10.1 PCS7 Networks

ubl> paoleS aSulb )lez (Singisle ghuw)
(38 ok 3 ASIL PA (obalid aSud o

ET oS, g S7T-400H/FH oxuS J,6S w bls)l (gl Profibus DP aSuis o

.. 9 9,g|).) (SL(bolilw.)‘ZOO

Sy o oyl JSOg 0 3 Glino (Plant Bus/System Bus) J S abw > aSuly o
¢0S Server glooBiuwl g >osisS J,i6S o bl

9 OS Server (yw bli)l gl Client/Terminal Bus ()lgic U coybl aSud o
Client (gloo Bl

ST-400H/FH (5lop6335S 35S 0 idwo PCST el Sy 0 aSud (5)lose aigas \-lo JSi

Do o i

Operator te;r:lnl mfls;E m!! E |3|!3_
................ | |
D D iterminal bus. D D

085 single

j__ i q'll' qﬂ' ql'OS-SGNer (1.6)  usersystem | 0
- 1 | 1 .

Srv———"
( i system bus i | Plant Bus K Industr. Ethernet / Fast Ethernet )

l ———— - l l
AS 414 FH AS 414 F AS 4116
AS 417 FH AS 4T F

ET 200M ET 200M

5 — Fail-Safe — Fail-Safe
ulj o
2 ET 200M ET 200M S
% — p— U:)Ij
i S— —Il Y-Link * - ET 200M g

— — L SIWAREX &

— =|l LB

i
r |
EI:IJLPA ‘ w AS-Interface

STAOOFH/H ,» (itiso PCST @iasaw Sy )3 loaSui glgil -He JSub
10.2 Fault-tolerant Connections
Juail sleul @oyb ;| phiusw 352 L 9> w0 (Fault-tolerant) Uas 3 ez wlbls)l )18,
ol Juasl g9 93 0S g AS Calike (sl ¢ dgii0 Jols Colaslag,

.3)S slaul (lgi oo (Redundant)

el 3D S
S7-400FH 2




$7-400FH Communication Principle

¢(Other H stations) ,5,5 AS aliuwguw 3iz b SO @y AS e Sl olaslag, Juall @
(0S8 el A b So ay AS el S 5l wollag, Jladl @

@ Jlail ez pgd> g9 Jlail g 400H/FH (glo i )_ig.) @ Jlail <> Jol £95
9 S7-REDCONNECT )|)’§|{o).3 ) 09> €90 JUadl jd gl e oslaiwl OS slo)iguwls
Sl )’l:p.))g.o ng.;)o U}.LM.L.UU

Active connection

|
H

Stand-by connection

h 4

H <olailag) @i 93 (¢ wolailayy) wVbasl -P-e S
EIamgaiy25 93 3 > A00H py o sl udadesd el So R gl a5 d9 azgi
bl sl gl oS glaSud £95 @ a2l sy I8l (g3i,Sw szl Gl
:.))5 o> laswl U|9JUA ) CP Lglmdg)lao )| (390 0 o> &swl uJ|AJ|AJ)
< For Industrial Ethernet >> CP 443-1
<~ For PROFIBUS :CP 443-5 Extended (not configured as DP master system)

10.2.1 Ethernet Communication Configurations: High Available Communication
JB @ azgi b H i 32 L 95 Gw 6yl 0 Giae ol bLS)I (g5lwoesly (sl

o, U5 w 51 B0 .3)S o.)L..}:g Olgie ) Helizxo LgL(bLg.x,u)S.,u 0yl CP gl Jgjile g aSuuds
Sl Cal w)lhe Colailag) LSl 3550 sl
1- Redundant communication Configuration with redundant bus

2- Redundant communication Configuration with redundant bus & CP modules

3- Redundant communication Configuration with single bus

4- Redundant communication Configuration with ring bus

Jivieel Jal5 goys
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S7-400 H/FH @iuusaw 5> S

High Available Communication Configuration with redundant Bus
aSuu UT )3 aS s> e liw |, S7-400H/FH ()gauwlogil aSou Lg.\.u)S.u S V-l S

blbe wslalay, (sl ) Lbli)

Ethernet

Bt

| Dy Hﬁlllil

i lE

Redundancy Diagram

gl

H-CPU im Single Mode

400FH/H oliauan 93 (0 wololagy bLS)l (g300,50 -W-1o (JSub

2. High Available Communication - Configuration with redundant Bus and redundant CP
3> Gyl (gl aS s> o il 1) S7-400H/FH (gawlogil aSiuds (5350 )Sn SO F-lo JSUh
CP443-1 >3c g5 jl «CPU Jgjlo jl Croww o )5 @Sl Jojlo aow )d (dg90 uyduwd
@S Jojlo pbw )d o g aSud xhw D e bl 2ub ol Ll sasbeslaiuwl

Db e wolaslag,

el 3D S
S7-400FH 4




$7-400FH Communication Principle

Ethernet

-

H-CPU 1n Single Mode

IHMI Eﬂ II Iﬂlﬂl E;II Il

Redundancy Diagram

aSwi g CPuyylS abw > il b syl wlbli)l (G )So - e (IS

3. Redundant communication Configuration with single bus
L5 ol ailag) S7T-400FH/H (slo @i (I 53 aS 35,0 Glis |y Lils B-1e S (530,50
Jdojle 9 aSuis (S a.b_wp (L) a).b o2 [3J .35loau Jraio oD Q) b So G,k )l

Al oo Colaslag, oyl

g @ P
— Ethernet —

]

E ﬂ H-CPU in single mode

Equivalent circuit diagram:

ubjooT Jal5 goye
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S7-400 H/FH @iuusaw 5> S

G35 b b H el (6350 )50y -0-le (JSU

4. Redundant Communication Configuration with ring bus
LJJ[S le)b S7-400FH/H t_u|.b|.u) LSLQ)P'*'“M UT)D aS DD 0 ULwJ |) U.dl.’>).u ¢-Yo dS.w
D s9dl> ,Lslw LS,g)D BB Sul eslaiwl b (Jg - asiuwd colaslag, Sl Jdojile 9

b 53 g s s piydesi €95 51 aSud abaw 53 GbLi)l 2 )b oul 13 .35l Juaiie

AL oo ol oyl Jojlo

 — | -
— — =l

| S7-400H |
H-CPU in single mode

Ring bus

<

Equivalent circuit diagram:

(Ring) (s98l> Lwb L H @luwan (5350,S0y -1 JS

10.3 Connecting HMI or Monitoring PC to H-Stations

10.3.1 Introduction

(HMI/SCADA) S ygilo i 38 Hgamlogil plimumn Sy Glol izl 51 S
IS Wygo 93 4 Cunl See Sig)gisle i (FH 6jg, SO ojlailar diwy bl

13940 (g lwosly
O pgwge (53Sre S BBl Sy 5> DCS slopimm p Gidwe Sy slowidy sy -
OS ¢ OS Server y3lo alizxo LgL‘b)Jg.u.olS Shedls cpl ) gde Lg)’Lwo.)LH CCR

i 50 03wl (uienj PCST @liuuuw )3) Client

el 3D S
S7-400FH 6




S7-400 H/FH @iuusaw 5> S
-

25
2

ASHT

EWwS

0s1

: WlnEE flesible BT

I 5 Screens

- % Cammunication

ﬁ Alarrn Management
n Recipes

ﬁ Hiztarical Data

h-_— Scriptz

E} Reparts

% Test and Graphics Lists
W Runtirne Uzer ddriniztration
F.__ Device Settings

E{ Diagnostics

[0 E8-E- -

SIMATIC HMI 6Bl 2255 -1 JSi
@i 55 W)ygoa 1) CP443-1 loJgile IP g (530 ,S0 CP443-1 53c 95 L 1) H ol -V
<= CPU_1:192.168.0.130
<~ CPU_2:192.168.0.131
aSad Sy @y il o Jgile Guyb 1) H oBiul g 63,55U NetPro o,y ;5 1, ojg, -F
S Jhatio il aSals gl a1 (6950l iy prize 3S Jhale i)l

<= MP: 192.168.0.3

[HMI
ASH1 .
WIinCC [IF1B  |HMIIE
| CPU_DP WPIDPiPNIO[CPU_ (DP MPIDP |PN-O H flexio | MPIDP
= 4145 : : 4145 : : le RT
HPND | ' ' HPND | : : ] ]
m m m ‘W m m 1
2 2 2 3
Ethernet_ HMI

Indystrial Ethernet

<yl Gy I H el g HMI ¢y BLG)I (5330S -¥P1e S

S 5o Szl NetPro )5 5 Wlasidw L S7 Connection 45 51 JLall dac 9> -0

<~ S7 connection_1 - CPU417-4 H to "WinCC flexible RT"
<~ S7 connection_2 - CPU417-4 H(1) to "WinCC flexible RT

el 3D S
S7-400FH
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Insert Mew Connection u

— Connection Partner

E-{a] Ir the curent project
=-Ep OPC
=-Fl 45400
L CPU 4163 PN/DP

| £ HMI i
|l WinCCflesible RT 1
L= ET _____________ |
| I

L3 ) [PUSRPRI) i | | .I

Local ID Partner ID Partner Type Active connection | Subnet
ST connection_1 1 ASH1 /CPU 414-5H PN/DP | 57 connection Yes Ethernet_HMI [IE]
57 connection_2 2 ASH1T/CPU 414-5H PN/D... i SY connection Yes Ethernet_HMI [IE]

NetPro ;> HMI 6Bl au H (goCPU I JLasl sloul -WW-1o JSui

Step 2: WiInCC Flexible Configuration

e | Ol 9 63,5 Save & Compile |; labais NetPro o,y ;> -

9> b |, Connections asy3S Communication (i 5l g 63,55L |, WinCC Flexible RT 659, -V
S 5o 5k Sals b

(NetPro JuluwolS az=uis)d) ;5595 jgu0ay Connections Cauwd )5 aS dgui 0 6o lio -1
ol ool ) T Juail 9>

e S7 _Connection_1

e S7_Connection 2
D90 Jraie 095 CPU ay PLC_2 JLail g Jgl CPU ay PLC_1 JUas]
) LSl)‘.’ WinCC L5L<D\_<J U_;.wub Cowl (B OWIW-SPES] dL@Jl U 9> aSoul @ a>gqj L LJL'> -

oliy ;S0 Juasl Sy JSsine ol U= b -deib anysi b 9> Lisy wilSlas Jas!
2l > WInCC sloS5 aS g 9bay . ouiS o dloul Liwd Ojgoay |y PLC_Changer_12

25550 )90 (6)13810)5 W)yg0a CPU (u Gangs Joc g g e dislw Jlal

Ol lp L 9wl 63086 Juatio H @iuaw (5loCPU I Suguo 4y JLail ¢l aS g azgi
awl 6auLay =5 $7-300/400 L bLs)l Hgul)>

Jivieel Jal5 goys
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S7-400 H/FH @iuusaw 5> S
-

I [ Screen_1 I.S'Cnmchnns

Name Active (Communication driver Station Partner Node (Online
On On

R 57 connection_t SIMATIC 57 300/400 \OPC\ASH1 CPU 414-5 HPIN/DP PN-IO
R 57 connection_2 on SIMATIC 57 300/400 \oPC\ASH1 CPU 414-5 HPN/... PN0_1 on
£ PLC_Changer_12 on = |SIMATIC 57 300/400 | | | =|on |

WinCC Flexible Jaouzo ;5 635 slaul (glo Juail -WE-. S
2l Jol JUasl 93 51 Sy 1P Gw)dT b (@l il PLC_Changer_12 oguw JUasil IP Gu)sl

JParamgtgrsl Areapointers

MP 277 10" Touch V2 Station

Interface

HMI device PLC device
Type Address Address
P 192, 168, 0. 3 192, 188, 0. [
0150 . 168, 0.
The address cananly be configured at DEanconeo: 3

the device Rack

Accesspoitt  STONLINE M Cydicoperation

p Jlasl olades Yo\« J.{.w
PSS pw S aS Cuwl 5L 505 CPU g CPU SO 18565 JWil g B8 Gausid (gl
9 05,5;L |, Communication > Tags acgoso,l) 0592 <u>)> )5 )5 ¢yl sl .S skl WinCC

S o sl ) ;5 oz @ilbe (sloSs

Sl sl Lz 5m5 gl WINCC (clacSS bl V-4 Js

Variable name | Connection Data type/ Acquisition Acquisition Use
address cycle
: . Cyclic Trigger
trigger_PLC1 S7_Connection_1 | Bool/M0.4 continuous 500ms for the VB scripts
: : Cyclic Trigger
trigger_PLC2 S7_Connection_2 | Bool/M0.4 continuous 500ms for the VB scripts
con_state PLC1 | Internal tag Integer Cyclic when 1s Connection
- = used status tags
con_state PLC2 | Internal tag Integer Cyclic when 1s Connection
- = used status tags
. Cyclic when Connection memory
connected_to Internal tag String used 1s of the data link
Clock memory PLC_Chang Byte/MBO CyCI.'C 100ms Clock memory
er_12 continuous

Step 4: Script creation and implementation in WinCC flexible

6l S e adlsl Scripts > Add script acgozo,d) 5> 059, )5 )5 |y Sl Jol8 aw
azgi .S oslaiwl (9.7.1 Caun8) VU > 630,920 txt (glo Juld 5 CuuySiwl ;o 1S (glgize
0L G ol sl 35 5l SudSouw ,50,5 o @ WInCC 5 VB slociuu Sawl gzl aS g

oS Jhaiio ;5555 (5SS ay |, Connection_plc2 g Connection_plcl (glo oy Sl

i 5> aSud
S7-400FH
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e Communication > Tags “trigger PLC1” Properties> Events > Change in Value> Select script
Connection_PLCL1.

e Communication > Tags “trigger_PLC2” Properties > Events > Change in Value> Select script

“Connection_ PLC2”.

6l 90 03kl Jlall =hd Lo gl o)l> U connection_lost aS eguw i ySiwl
U"S abg ;o txt d)l9)| ) L’)T)S Glgizo g 63,5 >lul ‘oU (oD u.u)s..w| So Lol ol
S0

‘o.usu,o L,Q)_Q.o l k_Juu)S.uﬂ 2l 9 03,5 sleul scheduler Su UM

Device Settings > Scheduler > Add task with the event "1 Minute" and the function “connection_lost”

@ x
w4 Project

EIE_- HMI(MP 277 10” Touch V2) = 1b_1 1 Minute v| Perform every minute.
% Screens

% Communication

ﬁ Alam Management

-5 Recipes

ﬁ Historical Data

-5 Seripts

& Reports

% Text and Graphics Lists Job

;ﬁ_ Runtime User Administration IE‘
g

__________ MName |Job_1
Device Settings

i@ Languages and Fonts Event |1Minute j
ﬁ' Screen MNavigation

:....ﬁ_mmqg?mml Setting Perform every minute ... third Script
i i Scheduler

BE{ Di{én'dh'darus""' Comment

scheduler & gy Sy Y-V IS8

23S L8, bl PLC_Changer_12 JUasl Guyb ;1 3oL SIMATIC H oSl g oy 1SS
Uas> g8lgo > CPU gy a9 Jac (sl S7_Connection_2 g S7_Connection_1 «Vbasl
Ouizxan 0 Ginliel 1505 Glbli)l ulw U 1) OVlasl ¢l (Load),b 3uls ¢l by aisws
“connection_PLC1” (glociuu,Suwl )5 il JLail jusi gl IP glow)sl aS dgib azgi

g i ChangeConnection &)U > “connection_PLC1” g

10.6 References
[1] How do you connect a panel to a SIMATIC H station, FAQ March 2010?

[2] How do you connect an operator panel (ProTool) to an H system (S7-400H)?
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11 Startup & Maintenance

Learning targets

Abbreviations

S7-400FH LSL(D{O.U.M.LU) Ls)’|.\.3|o|) =

Diagnostic Wi b S7-400H/FH el (pboue <

CPU Jole @i (5,9059,4 oy, =

F oasly gl Flash akidls 5l o5latml -

AS Automation Station or Automation System
BAF Batery fault

BUSF Bus fault

CPU Centeral Processing Unit
DC Direct Current

DR Data Record

EXTF External Fault

FH Fail-Safe & High Available
FRCE Force

INTF Internal Fault

MS Maintenance Station
MRES Memory Reset

OB Organization Block

0S Operator Station

PCS Process control System
REDF Readundancy Fault

RIO Remote 1/0

SFB System Function Block
SFC System Function

Jblesl Jol5 goye
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F N o] o] £ T A o] PR 1
11,1 STADOH SEAMTUPD ©uveeeitieitieete ettt ettt ettt he et e st ek e e e se e e be e emb e e ke e e st e e nbeeesbeesbeeenbeennneenes 3
L1 1 TCPU SOl TS .ttt b ettt n et e e 4
11.1.2LINK-UP and UPDATE IMOES ......cciviurueiiiiieieiierieie ettt 5
11.2ENSUring AVaHADTIITY.......ccoiiiiee e 5
11.2. 1 DALA DACKUPD. ...ttt b bt bttt 5
11.2.2Data DACKUD OPTIONS....c.uiierierietieiisii ettt ettt sttt ettt sb e et e s e st e renbenbe st e e e 6
11.3Fault - What SNOUIA T dO? .....eeiieiecieece et 7
11.3.1Activity inthe event Of @ faUll..........cccoooiiiiei s 7
11.4 Diagnostic of Fault-tolerant System ST 7-400H ..........ccoooiriiiiniineeee s 8
11.4.1S7-400H LED PFINCIPIES ...ttt 8
11.4.2Read out LED Information of S7-400H (SFC 51) ..o 11
11.4.3How do you read out the operating state and status of an H syStem..........cccccovvvieviiiniicseciecenns 21
11.4.4CPU DiagnOStiC BUTTEE .......oouiiiiiiiie bbb 22
11.4.5SFC 90: “H CTRL...eiuiiiieieieieieie ettt sttt bt sttt ettt bt e bt ettt e e e 25
11.5 Diagnostics with the maintenance station (asset management) ..........ccccoovveeeieneneneseseneenns 28
11.5.1MS: MaINTENANCE STATION .....cuviiiiiiiiiiteitet ettt b ettt n s 28
11.5.2USING DIAQNOSLIC SCIEENS ......ecuviiitiiteiteitetetee ettt sttt st b ettt bt bbb n s 28
11.6S7 400 CPU FIirmware UPCALE ........coeiiiiiieiieieietesie ettt 40
11.6.10nline Changing of S7-400H FIMMWAIE ..ottt 42
11.6.2Description of the operating system update in RUN..........cccooiiiiniiniiiiineneeeee s 46
11.6.3Change CPU Firmware with Flash Memory Card..........ccccoovieieininisienese e 48
11.7 Changing the CPU Memory Configuration.............cccocveiiiieiieie i 50
11.7.1Replacing or Upgerading of @ CPU MemOry Card...........ccocerereirininesenenieseeeeeese s 52
11.7.2Change RAM Memory Card With FIash MIMC ..........ccccoiiiiic e 53
11.8 Working with safety programs 0n memory Card............cccoveieeieiiieieere e 55
11.8.1How do you use a flash card to download the safety program to a fail-safe CPU S7-400 .............. 57
11.9 Upload From Onling S7-400H Station ...........ccceeiiiieiieie et 59
11.9.1Upload Hardware Configuraion ONIY ............couoiiiiiieiine e 59
11.9.2Upload User Program & Harware CONfigUIation ...........cccoeoiirnenininie e 61
11.10  Some Common Errors in S7T-400FH............cooiiiiiiiiiiicieerese e 62
11.10.1 DOWNIOAU EFTOFS......cuiteiieeiete ettt 62
11.10.2 Download safety Program from CFC Editor to Flash EPROM .........cccccooeiviiviiiiinieiesenen, 64
11.10.3 COMPIIE EITOIS ..ttt 64
11.10.4 AITTEAS FIASNING ...t 65
L1111 RETEIEINCES ...ttt ettt er ettt r e e 65
651245 9 yrosi

S7-400FH 2




$7-400 FH Diagnostic & Maintenance

11.1 S7400H Startup

|).L'g| H ‘Q.a.um.u Ls)‘l.leol) LSl)'.’ «S7-400H ro..\.u.u..w k.i.) (5)|)§|CA.§4» ;|}_?| )Lugo 9 u;a.))| U
Elz ¢l D g 3l A=y @S 5o gy [ 1 Sy Gapw 9 0 S ) ®8lg i guio
6slulel) -1 JSis (Galle H eliuwauw g 03 pig) jaw S5y @ (DC 24V g DC 5V) ayiss

394050
POWER ON at CPU 0
Master CPU POWER ON at CPU 1
(=)
System mode

() Stop |sTop | |sTOP |
@ Startup STARTUP STOP
@ Single Mode RUN STOP

| |
Linking RUN grgoté?gmr_rg the user STARTUP/

| |
@ Update RUN g;gating of dynamic_ |\ \opatE
Redundant mode RUN RUN

S7 400H @l (3ol VU Jolpo -1 S

22350 OLEs |y S7TA00H i 3ol VU Jolye 5l aoMs Cauogi 5 1) Jgas

ST-400H (s (3100615 Joml o i 57 V)Y g

Step Description

. 5138 STOP Cuususg ;> (CPU 0and CPU 1) CPU 93 ;o (audi ()3 (g, jl d=
Syl

o wlwl , OB 102 L OB 100 ¢ o J&iio Startup Causudg au CPU 0 (Jgjle

? Do Ll oaudyusl (g5llel)
2o ay (CPU 0) Master Jojlo «aibly juoluidge Startup il)d aS(5)9:0,5

>l (Solo) (plgisaw 1) )5 aoly Master Jgjlo .55 0 @aigw standalone

3 S50

L o SW lgisei LINK-UP (el Cuiog @ JWl ¢lo) )5 aS dgl axgi

i Jl=8 S5 J9d2 g 9 )5 Hgiilo
EEE

ubjooT Jal5 goye
3 $7-300F & S7-400




S7-400FH (5,135 ¢ jrosi
- ~~—//»B0BD

aol s standby g master (Jgjlo 95 o (Standby (Jgjle (g9 ;I LINK-UP Cuwlg>,> L

4 | Jojlo anlipy master Jgjlo ¢ 8Mis| aigS, 3959 jgu0 ;5 9 63,5 amnlis |) 395
23S (50 (5)9159,90 |, Standby

Jojle Saolius 631> master Jgjlo (LINK-UP al>y0 (5390 juolusdge | ds
o295 dogdg9,9 Jolid Saolud lossly .36S o (5 91594 |, Standby
JWs @ .3l e DB 631> (glo S\ g Liw (soaasls g e lesd (o ool

bbb se ObwSy CPU g3 o alhdl> (glgixo cupdate gly>|

O9,5uw o > |y aelipy CPU 9> ;o .adiuwsd RUN 3o ;> CPU 9> ;o update | iy
6 L CPU o Jgijle L Jagd Cilailg,) Cusiog aS dgib az>gi .a5uS 0 B¥31AYS]

11.1.1 CPU Self Test
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o chapter 11.3 : The operating states of the CPUs

11.1.2 LINK-UP and UPDATE Modes

) 9,5, CPU akdl> (slgizo master Jojlo 3,05 1,8 olaslag, 3o 55 H liwuw aSiol 51 Jud
Sl Canl @)l aS 59050 b2l Glgie al=ye 93,5, ol 23S e slhosn b 0l g G
9 Cuwl RUN 30 > dadiiias master 65515,y «Update g Link-up (5l ;8 b ,> .Update g Link-up
50 OISy, e skl (gl Update g Link-up 58 g5 .l Update U Link-up s > g5, CPU

g0 plzl ST-400H @i
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S (50 j9 a0 |y standby 05515 50
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SIMATIC Fault-tolerant systems S7-400H system manual, chapter 12 Link-up and update
11.2 Ensuring Availability
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11.2.1 Data backup

D) augi pluiiy alide Vlaol gly 9 alixe loyig) @ ylgie 09, loosls
O 13 . Guwige yiguelS (image) @i JS 5l peal Sy axgs 0jg s gl Jlioplgicay

1] ubjooT Jal5 goye
Engunl > $7-300F & S7-400



S7-400FH (5,135 ¢ jrosi

Eile Edit Insert | PLC | View Options Window Help

w | 87 & Access Rights >
) Upload (Comp Download Ctrl+L
Configure... Ctrl+K
E] {l PLCHO’ Compile and Download Objects...
o @on | Upowdiors ==
| e |
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11.10 Some Common Errors in S7-400FH

11.10.1 Download Errors

Exceeding the limit in Local data stack

CFC aolp LJJLUO[S L 9Ll Gl )d > Ey ¢! FH Pl ) (e loaoly ydw >
g ol

Error: There is enough local stack on the CPU for the program to be downloaded, however, the warning
limits set for one or more organization blocks will be exceeded.

57 Download

There iz enough local stack on the CPU faor the program to be
downloaded, however, the warning limits 2et for one or more
& organization blocks will be exceeded.

Cancel | Help |

Statck > OIS akdl> pac (glas (FA-N S

)5S a8l lgie gy 9 @ > £05 (Rl RS) sl
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11.10.2 Download safety Program from CFC Editor to Flash EPROM
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< “For modules with memory cards, the safety-related program in the work memory cannot be
changed. For this reason no blocks can be reloaded." and the download stops.

< “For module with memory cards, the safety related program cannot be reloaded”
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11.10.3 Compile Errors

Block 'DI1": Module not configured or parameter VALUE not supplied
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Compile | Check consistencyl Downlnadl Black types | Module driver | Read Backl Convert Formatl
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Responzible uzer: admin
Compiling changes to the charts az program A5 41 7HWCPU 417-4 MYLogic on 547720019 6:25:03 P
Generate block, drivers: on
Generating SCL sources: off
Set sampling times fram 5/7/2019 6:33:26 PM
Setting zampling times completed; 5/7/2019 6:29:26 PM.
A Salety program compiler; S7F_FSvSTEMS_BUILD_0B.02.00.00_01.18.00.00 - 20019/5/7 18.39.27
Black 'DI1" Madule not canfigured or parameter WALLE nat supplied [Configure a module far this dris
Black 'DI2" Maodule not configured or pararmeter YALUE naot supplied [Configure a module far this dris
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Properties - FDI24xDC24V - (R-/S4) (=X
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Parameters
=43 Parameters

* Standard mode
——

Safety mode
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